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Foreword

We are please to provide our Fiscal Year 2003 Annual Plan. This document outlines
the major initiatives, priorities, and challenges of our office in assisting the Department
of the Treasury with fulfilling its mission.

The initiatives and projects described in this Annual Plan represent the best collective
judgment of our office of the areas of known or emerging risk and vulnerabilities of
the Department, based on our planning process. To achieve the maximum benefit
of this Annual Plan, we strongly encourage Treasury and bureau management to
use it as a guidepost, or roadmap, to identify areas for self-assessment and to take
corrective measures when vulnerabilities and control weaknesses are identified. This
is especially important for those issues we have identified as significant, but will not
be audited by us this year because of resource limitations.

At this time, the Congress is contemplating legislation to create a Department of
Homeland Security. If enacted, this legislation will divest certain Treasury law
enforcement bureaus and activities to the new department. In this regard, a number
of projects that we will not undertake this year are related to these bureaus and
activities. Similarly, the investigative activities described in the Annual Plan will likely
be affected by the Treasury divestiture. While the U.S. Customs Service and U.S.
Secret Service may be transferred out, we will still exercise investigative oversight
authority over the remaining Treasury bureaus and we have identified additional
methods to accomplish this responsibility, particularly in the non-law enforcement
bureaus with police powers such as the U.S. Mint, the Bureau of Engraving and
Printing, and the Federal Law Enforcement Training Center. Additionally, we have
identified several non-traditional proactive investigative initiatives for Fiscal Year
2003. Accordingly, once the Department of Homeland Security is enacted into law,
we will work with the new department to consider these initiatives and projects in
the oversight process.

October 2002
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his planning document outlines the major initiatives, priorities,
and challenges of our office to assist the Department of Treasury
(Department) in fulfilling its mission, priorities, and plans. This
planning document further provides senior officials of the
Department, members of Congress, and other stakeholders with a greater
understanding of who we are, what we do, and what our intended work
will be for fiscal year 2003.

Each of the four components of the OIG (Audit, Investigations, Counsel,
and Management) has made contributions to the development of this
plan. In their respective sections, each component describes their
function, role, organizational structure, and the expected challenges their
respective workforce may encounter in fiscal year 2003.

Background

In 1989, the Secretary of Treasury, as a result of the 1988 amendments
to the Inspector General (IG) Act, established the Office of Inspector
General (OIG). Section 2 of The IG Act sets out the following major
duties and responsibilities of the IG:

Conduct and supervise audits and investigations

Provide leadership and coordination of policies that:

+ Promote economy, efficiency, and effectiveness in programs

and operations

+ Prevent and detect fraud and abuse in programs and
operations

e Provide a means for keeping the Secretary and the Congress
fully and currently informed about problems and deficiencies in
programs and operations

e Submit semiannual reports to the Congress, through the
Secretary, summarizing the activities of the OIG during
the preceding period that disclose problems, abuses, and
deficiencies in the administration of programs and operations
of the Department. These semiannual reports also discuss the
recommendations for corrective action that the IG has made.

The OIG is headed by an Inspector General who is appointed by the
President of the United States, with the advice and consent of the Senate.
The Inspector General is responsible for keeping both the Secretary of the
Treasury and the Congress fully and currently informed about problems
and deficiencies in the Department’s programs and operations. The
Inspector General exercises his duties and responsibilities for Department
of Treasury operations — with the exception of the Internal Revenue
Service (IRS).!

"In 1998, Congress, through the Internal Revenue Service Restructuring and Reform Act of 1998,
established the Treasury Inspector General for Tax Administration (TIGTA), which exercises OIG
authority for that bureau.
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Specifically, the Treasury OIG has jurisdiction over the following
Departmental bureaus and offices:

e Bureau of Alcohol, Tobacco and Firearms (ATF) — serves as the
nation’s expert on and regulates alcohol, tobacco, firearms, and
explosives industries; assesses and collects excise and other taxes
related to these products on behalf of the Federal government.

e U.S. Customs Service (Customs) —enforces the laws that govern
the flow of commerce and people across our borders and that
prohibit the movement of illegal drugs and other contraband
across our borders; assesses and collects duties, excise taxes,
and fees on behalf of the Federal government.

e U.S. Secret Service (Secret Service) — protects the President,
Vice-President, and other dignitaries and designated individuals;
investigates counterfeiting and other criminal threats to the
nation’s financial system.

e Financial Crimes Enforcement Network (FinCEN) - collects,
analyzes, and shares information to support law enforcement
investigative efforts and foster interagency and global cooperation
against domestic and international financial crimes.

e Federal Law Enforcement Training Center (FLETC) - provides
training to Federal law enforcement personnel, as well as state,
local, and international agencies, and private security personnel.

e Financial Management Service (FMS) — provides central payment
services for all Executive Branch agencies, operates the Federal
Government’s collections and deposit systems, provides
government-wide accounting and accounting services, and
manages the collection of delinquent debt.

e Bureau of Engraving and Printing (BEP) — produces United States
currency, postage stamps, and other government securities;
redeems damaged or mutilated currency for the public.

e U.S. Mint (Mint) — produces circulating coinage for use by
the general population; produces and sale of commemorative,
numismatic, and investment products; and protects U.S. Treasury
precious metals and other monetary assets held in custody of the
Mint.

e Bureau of the Public Debt (BPD) - borrows the money needed to
operate the Federal Government and accounts for the resulting
debt.




e Office of the Comptroller of Currency (OCC) — charters, regulates,
and supervises national banks to ensure a safe, sound, and
competitive banking system.

e Office of Thrift Supervision (OTS) - charters, regulates, and
examines Federal thrift institutions to ensure their safety and
soundness.

e Departmental Offices (DO) - provides basic support to the
Secretary of the Treasury and performs specialized functions to
carry out Treasury’s mission.

Established in one Department, these entities have broad responsibilities
to promote a prosperous and stable America and world economy; enforce
trade laws and agreements; manage the Government’s finances; produce
money; protect the nation’s financial systems; monitor the sale of firearms
and explosives; protect the nation’s leaders; protect the nation’s borders
against smuggling of illegal drugs and other contraband; and train law
enforcement personnel from over 60 Federal organizations.

The Department’s broad mission and areas of responsibility provide our
auditors and investigators with work of enormous variety and complexity
on issues confronting our nation in the 21s' century.

Organizational Structure and Fiscal Resources

As previously stated, the OIG is headed by an IG. Serving with the
Inspector General in the immediate office is a Deputy Inspector General
(DIG). The DIG shares responsibility for the leadership of the OIG
workforce and management of the OIG’s resources.

The OIG is structured into four components headquartered in Washington,
D.C.:

Office of Audit

Office of Investigations
Counsel

Office of Management

For fiscal year 2003, the President’s budget proposed $35,424,000 in
budget authority and 282 full-time equivalent (FTE) positions for the OIG.
This funding level represents the same funding and FTEs as fiscal year
2002.

OIG Performance Measures

OIG established performance measures for each of its three programs.
For the Audit Program, the goals are to maintain 100% of audit products
at quality standards, increase the number of audit products, maintain
100% timeliness of statutory audit products, and increase the impact of




audits and evaluations. For the Investigative Program, the goals are to
maintain high standards of quality, and increase the timeliness of both
criminal and administrative investigations. Finally, for the Oversight
Program, the goal is to increase the impact of oversight reviews, as
measured by surveys distributed annually.

Office of Audit
Office of Audit Program Performance Measures

Audit Measure 1 (Quality of Audits and Evaluations): Percentage of audits
and evaluations that meet applicable standards, including Government
Auditing Standards and the standards established by the President’s
Council on Integrity and Efficiency. Based on a sample of closed audits
and evaluations, the percentage is calculated by dividing the number of
audits and evaluations meeting applicable standards by the number of
audits and evaluations sampled during the fiscal year.

Performance Goals for Measure 1: In FY 2003, 100% of audits and
evaluations sampled are expected to meet applicable standards.

Audit Measure 2 (Quantity of Audits and Evaluations): The number of
audits and evaluations completed in the fiscal year.

Performance Goals for Measure 2: Using the number of audits and
evaluations completed in FY 2001 as a baseline, the number of audits and
evaluations completed are expected to increase by 20% in FY 2003.

Audit Measure 3 (7imeliness of Statutory Audits): The percentage
of statutory audits completed by the date set by statute or the date
established by the Office of Management and Budget (OMB). The
percentage is computed by dividing the number of statutory audits
completed on time by the total number of statutory audits.

Performance Goals for Measure 3: In FY 2003, 100% of audits required
by statute are expected to be completed by the required date.

Audit Measure 4 (Impact of Audits and Evaluations): The Office of Audit
will use an Audit and Evaluation Impact Survey as a measure of the impact
that audits and evaluations have on Treasury programs and operations.
The survey will be distributed biannually to Treasury management and
annually to other stakeholders. Survey scores are the sums of actual
responses to Leikert scale questions divided by the sum of the maximum
possible response. The performance measure is an average of all survey
scores received in response to audits and evaluations completed during
the fiscal year.

Performance Goals for Measure 4: FY 2003 will be used to baseline the
impact of audits and evaluations.

Office of Investigations
Investigative Program Performance Measures

Investigations Measure 1 (Quality of Investigations): Percentage of
closed investigations that meet the President’s Council for Integrity and




Efficiency (PCIE) investigative quality standards. Based on a sample
of closed investigations, the number of investigations meeting PCIE
standards is divided by the total number of investigations sampled
during the fiscal year. The PCIE standards are the general and qualitative
guidelines applicable to investigative efforts conducted by criminal
investigators working for the Offices of the Inspector General affiliated
with the PCIE.

Performance Goals for Measure 1: In FY 2003, 100% of investigations
sampled will meet PCIE standards.

Investigations Measure 2 (Timeliness of Criminal Investigations):
Percentage of criminal investigative reports referred for prosecution
within one year of case initiation. The percentage is computed by dividing
the number of criminal investigations referred during the fiscal year
within one year of initiation by the total number of criminal investigations
referred during the fiscal year. Criminal investigations are referred to the
Assistant U.S. Attorney, State or Local Authorities.

Performance Goals for Measure 2: Using data collected in FY 2003 as a
baseline, the percentage of investigations referred for prosecution within
one year of initiation will be increased by 10% by FY 2008.

Investigations Measure 3 (Timeliness of Administrative Investigations):
Percentage of misconduct investigations referred to management for
administrative adjudication within 4 months of case initiation. The
percentage is computed by dividing the number of misconduct cases
referred to management during the fiscal year within 4 months of initiation
by the total number of misconduct cases referred during the fiscal year.
Misconduct investigations involve a Treasury Department employee. At
the conclusion of the investigation, cases are referred to management for
administrative adjudication that could include an adverse action (removal,
suspension, admonishment, etc.) or a clearance letter if the allegations
are determined to be unsubstantiated.

Performance Goals for Measure 3: Using data collected in FY 2003 as
a baseline, the percentage of investigations referred for administrative
action within 4 months of initiation will be increased by 10% by FY
2008.

Oversight Program Performance Measures

Oversight Measure 1 (/mpact of Oversight Reviews): Ol will use an
Oversight Review Impact Survey as a measure of the impact that
Oversight Reviews and subsequent reports have on Treasury programs
and operations. The survey will be distributed to stakeholders following
the completion of oversight reviews. Survey scores are the sums of
actual responses to Leikert scale questions divided by the sum of the
maximum possible response. The performance measure is an average of
all survey scores received in response to oversight reviews conducted
during the fiscal year.

Performance Goals for Measure 1: Using data collected in FY 2003 as
a baseline, the average impact of oversight reviews will be increased by
10% by FY 2008.
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he Assistant Inspector General for Management (AIG/M)
establishes and maintains a transparent and fully integrated
administrative infrastructure for asset management, budget
formulation and execution, financial management, information
technology (data and voice systems), policy preparation, planning and
reporting for the OIG. Multi-faceted, this organization provides more
than 200 business services to individuals within and outside the OIG.
Management comprises 32 full-time equivalents (FTEs).

Organizational Structure and Staffing

FTE's
Immediate Office of the AIG/M 2
Asset Management Division 9
Budget Division 5
Human Resources Division 7
Information Technology Division 9
Total 32

The Director of Asset Management provides and directs cradle to grave
coordination of the acquisition, maintenance, and disposition of all agency
material assets. The Director oversees the procurement of goods and
services for the OIG and directs all logistics support for the organization.
This support includes auditor and investigator travel, credentials and
official identification issuance, records management and disposal,
facilities management, issuance of OlG-wide policy, health and safety,
and physical and information security at nine OIG offices nationwide.

The Director of Budget formulates, presents, and executes OIG integrated
financial and performance plans. Additionally, the Director coordinates
financial management services to the OIG. The budget formulation
function comprises the development, justification and presentation of
future year budget requests to the Department, Office of Management
and Budget, and Congress. Through budget execution, the Director
determines annual-funding allocations, tracks and analyzes spending
patterns, processes financial documents, and reports on the use of
resources both internally and externally.

The Director of Human Resources provides a complete range of
personnel and payroll services to employees throughout the OIG. The
Director manages all OIG recruitment and staffing; position classification
and management; employee relations and performance management;
training, awards and recognition; employee development; benefits;
personnel actions processing; and payroll processing.

The Director of Information Technology develops and maintains all OIG
automated data and integrated voice systems. This includes ensuring
electronic infrastructure sufficiency and the proper installation, support,




maintenance, and management of hardware, software and voice and data
telecommunications.

Management ensures a quality-working environment throughout the OIG
by providing seamless administrative support.

Initiatives for Fiscal Year 2003

The Information Technology Division will support the implementation
of a new agency-wide management information system; improve the
implementation and actual quality of mobile communications tools; and
ensure OIG automated systems are fully maintained, up-to-date, and
operational at all times.

The Asset Management Division will publish a prioritized list of policy
directives for issuance and issue at least 200 up-to-date, OIG-wide
policies using plain language, to-the-point style, photos, and graphics;
and conduct a 100 percent inventory of all non-information technology
property valued at $5,000 or more, or easily pilfered.

The Budget Division will further increase the accuracy of its estimates,
reconcile obligations with invoices more efficiently and effectively,
identify methods for consolidating redundant cuff record systems in the
different offices, and evaluate the possible implementation of alternate
financial systems and accounting approaches.

The Human Resources Division will improve staffing procedures in order
to be able to hire employees within 60 days of announcements; develop
time and attendance procedures that reduce payroll errors, and fix any
payroll errors within two pay periods; and implement new time and
attendance, and routine personnel actions processing systems.
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he Counsel to the Inspector General serves as the senior legal
and policy adviser to the Inspector General, Deputy Inspector
General, and the Assistant Inspectors General. The Counsel
has responsibility for all legal work in the Office of the Inspector
General. The Office of Counsel, which is located in Washington, D.C., is
staffed with a Deputy Counsel, two Assistant Counsels, two paralegals,
and an office manager.

The Role of the Office of Counsel

The Office of Counsel provides legal advice on issues arising during
the statutorily mandated investigative, oversight, and audit activities
conducted by the Offices of Investigations and Audit. In addition, the
Office of Counsel provides legal advice on issues concerning government
contracts, appropriations, budget formulation and execution, disclosure,
records retention, tax information safeguards, equal employment
opportunity, and personnel law. The office represents the OIG in
administrative proceedings before the Merit Systems Protection Board
and the Equal Employment Opportunity Commission.

The office is also responsible for managing the OIG ethics program,
which includes financial disclosure, training, and advice on the governing
law and regulations. In the area of disclosure law, the Office of Counsel
manages the OIG’s Freedom of Information Act (FOIA) and Privacy Act
programs. The Office of Counsel also coordinates document requests
from Congress and from litigation, as well as responding to Giglio!
requests from the Department of Justice for information on Treasury
personnel.

Initiatives in Fiscal Year 2003

The Office of Counsel will support OIG investigative, oversight, and
audit activities by responding to requests for legal advice, and through
reviewing and processing requests for the issuance of Inspector General
subpoenas.

In the area of disclosure, the Office of Counsel will continue to coordinate
with the Department to implement an independent FOIA and Privacy Act
program for the OIG, including issuing notices, completing regulations,
and generating required reports. Based upon past experience, the
Office of Counsel expects to process 60 initial FOIA/Privacy requests
and 15 appeals from those initial responses. In the area of electronic
FOIA, the Office of Counsel expects to review 150 audit, evaluation,
and oversight reports for posting on the OIG web site. The Office of

! Giglio v. United States, 405 U.S. 150 (1972) requires the government to provide potential
impeachment evidence to criminal defendants about government employees who may testify at

their trials. Such evidence generally includes specific instances of proven misconduct, evidence
of reputation for credibility, prior inconsistent statements, and evidence suggesting bias.




Counsel will amend the Privacy Act systems of records notices for both
OIG’s investigative and administrative records systems, and will continue
to coordinate with the Department in updating the Treasury Order and
Directives that establish and define the OIG’s authority, responsibility,
and organization. Finally, the Office of Counsel will respond to Giglio
requests, coordinate responses to document requests from Congress,
and respond to discovery requests arising from litigation involving the
Department and its bureaus.

The Office of Counsel will provide training on the IG Act and other
subjects in connection with new employee orientation and in-service
training. The Office will obtain necessary training in order to provide
advice in emerging areas of OIG responsibility. As statutorily mandated,
the Office will review legislative and regulatory proposals and, where
appropriate, will coordinate comments.
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he Assistant Inspector General for Investigations (AIG/l) is
responsible for the overall investigative and oversight activities
of the Office of Inspector General relating to the programs and
operations of the Department of Treasury.

The Role of Investigations

The Office of Investigations’ (Ol) role within the OIG is to conduct and
provide oversight of investigations relating to programs and operations
of the Department and its bureaus. Ol is responsible for the prevention,
detection, and investigation of fraud, waste, and abuse in Treasury
programs and operations.

The Ol provides direct oversight of the internal investigations conducted
by the Offices of Inspection and Internal Affairs at three of Treasury’s law
enforcement bureaus: ATF, Secret Service, and Customs. In addition, Ol
performs oversight for Treasury’s remaining bureaus with the exception
of the Internal Revenue Service (IRS), which is serviced by the Treasury
Inspector General for Tax Administration.

Types of investigations conducted by Ol include allegations of serious
employee misconduct, procurement fraud, and other criminal or illegal
acts. Ol receives and investigates complaints or information from
employees, contractors, members of the public, and Congress alleging
criminal or other misconduct constituting a violation of laws, rules, or
regulations.

Organizational Structure and Staffing

Reporting directly to the AIG/I is the Deputy Assistant Inspector General
for Investigations, who is responsible for the day-to-day operations of
Ol.

For fiscal year 2003, Ol’s investigative staff is expected to consist of
73 FTE positions. Of these, 64 are criminal investigators who conduct
criminal and/or administrative investigations throughout the United
States and its territories.

FTEs
Headquarters Component 21
Washington Field Office 15
Philadelphia Field Office 7
Houston Field Office 9
Miami Field Office 6
Chicago Field Office 5
San Francisco Field Office with
Sub-Office in Los Angeles 10
Total 73
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The Ol is organized into three operational components consisting of the
Treasury Oversight Division, the Enforcement Operations Division, and
the Regional Field Offices.

Treasury Oversight Division

The Treasury Oversight Division (TOD) is supervised by a Special Agent
in Charge. TOD is comprised of the Special Investigations Unit (SIU), the
Treasury Inspection Unit (TIU), and the Operations Control Unit (OCU).

The SIU is responsible for investigating allegations against Department
bureau heads and Treasury senior executives. Additionally, SIU
investigates complaints received from members of Congress and other
investigations deemed sensitive to the Department.

TIU has the primary responsibility of providing liaison to and conducting
oversight activities of all of the Department’s bureaus, with the exception
of the IRS, including the internal affairs/inspection functions of three of
the Department’s law enforcement bureaus. TIU is also responsible for
the review and subsequent referral of all allegations to Ol Field Offices or
Treasury bureaus for investigation or management action, as appropriate,
and conducting the internal inspection program of the Ol field offices.

The OCU is responsible for the Treasury OIG Hotline. OCU also receives
and processes all allegations and correspondence received by Ol. OCU
manages the Investigation Data Management System (IDMS), which
tracks and monitors all activities relating to investigations and information
data requests received within Ol.

Enforcement Operations Division

A Special Agent in Charge (SAIC) heads the Enforcement Operations
Division (EOD). EOD is responsible for the administration of the Ol budget
and records management. It is also responsible for developing Ol policy
and procedures, developing an ongoing training program, and maintaining
the Victim/Witness Protection and Special Agent deputation programs.

Regional Field Offices

There are six field offices and one sub-office within Ol. Each field office
is supervised by a SAIC. These offices are responsible for conducting
investigations into allegations of criminal and administrative misconduct
by Treasury employees and fraud perpetrated by Treasury contractors.
The field offices undertake the responsibility of developing proactive
investigative initiatives and coordinating liaison activities with their law
enforcement counterparts within their respective geographical regions.
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Investigative Initiatives for FY 2003

Increase the number of serious misconduct investigations
conducted by OlI.

Expand Ol's oversight role within the Department’'s law
enforcement and non-law enforcement bureaus and use a newly
developed tool, a customer survey, to measure the success of this
increased role.

Develop a proactive program for seeking out and investigating
allegations of fraud involving Treasury grants or contracts.

Accelerate the oversight review program within the non-law
enforcement bureaus of the Department. To meet this initiative,
Ol will conduct additional evaluations of the disciplinary processes
and actions of the bureaus.

Expand Ol's opportunities to exercise its oversight authority
to conduct investigations into fraudulent banking activities by
working with OCC, OTS, and FinCEN.

Conduct oversight reviews of the Department’s Community
Development Financial Institutions Fund (CDFI) to determine its
susceptibility to fraudulent activities.

Preventive Initiatives

Ol will continue to enhance and promote the OIG Hotline program as a
mechanism that employees can use to report instances of waste, fraud,
and abuse relating to Treasury’s programs and operations.

The OIG website is being redesigned and will offer individuals the
opportunity to forward complaints and allegations directly to the OIG.

Ol will compare and review like functions between bureaus; for instance,
the police functions within Treasury’s non-law enforcement bureaus:
Mint, BEP, and FLETC.
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he Assistant Inspector General for Audit (AIG/A) is responsible
for supervising auditing activities relating to Treasury programs
and operations.

The Role of Audit

The Office of Audit conducts or oversees the conduct of program,
financial, information technology, and contract audits as well as
evaluations. The purpose of these audits and evaluations is to improve
the quality, reduce the cost, and increase the integrity of Treasury’s
operations. The work of the Office is conducted in compliance with the
standards and guidelines established by the Comptroller General of the
United States, the President’s Council on Integrity and Efficiency, and
other professional organizations.

Organizational Structure and Staffing

The AIG/A has two deputies—one for Program Audit and Evaluation
and the other for Financial Management and Information Technology.
In addition, the AIG/A’s immediate office includes an Audit Operations
Division, responsible for policy, planning, and quality assurance. These
offices are located in Washington, D.C. The Office of Audit has four
regional offices located in Boston, Chicago, Houston, and San Francisco
and four sub-offices located in Marlton, New Jersey; Indianapolis; Miami;
and Los Angeles. Office of Audit authorized staffing levels for FY 2003
are shown in the following table:

FTE's
Immediate Office of the AIG/A 11
Program Audit and Evaluation (Washington, D.C.):
Enforcement 9
Banking and Fiscal Service 11
Departmental Offices/Manufacturing/Procurement 10
Evaluations 12
Subtotal 42
Program Audit (Outside Washington, D.C.):
Northeastern Region (Boston) 12
Marlton (sub-office) 6
Central Region (Chicago) 12
Indianapolis (sub-office) 6
Southern Region (Houston) 12
Miami (sub-office) 6
Western Region (San Francisco) 16
Los Angeles (sub-office) 2
Subtotal 72
Financial Management and Information Technology
(Washington, D.C.)
Consolidated Financial Audit 10

<
O
T1
L
O
Tl
O
Tl
>
-
=
—

13



Enforcement Financial Audit 10

Financial Related Audit 14
Information Technology Audit 14
Subtotal 40
Office of Audit Total 165

In addition to its authorized FTE ceiling, the Office of Audit uses
Independent Public Accounting (IPA) firms under contract to perform a
substantial portion of the financial statement audits of Treasury bureaus
and activities required pursuant to the Chief Financial Officer (CFO) Act,
the Government Management Reform Act (GMRA), and other statutes.

Program Audit and Evaluation

Under the management and direction of the Deputy Assistant Inspector
General for Program Audit and Evaluation are three National Directors of
Audit, four Regional Inspectors General for Audit, and one Director of
Evaluations. The National Directors of Audit are responsible for program
audits performed by Washington, D.C., staff as well as coordinating
audit planning for their assigned functional areas to ensure that audits of
highest priority are included in the annual plan. The functional areas of
the National Directors are described below:

e National Director, Enforcement, provides nationwide leadership
for program audits of Customs, ATF, Secret Service, FinCEN,
Office of Foreign Assets Control, and other enforcement Treasury
components.

e National Director, Banking and Fiscal Service, provides nationwide
leadership for program audits of OCC, OTS, CDFI Fund, other
banking-related Treasury components, FMS, and BPD.

e National Director, Departmental Offices/Manufacturing/
Procurement, provides nationwide leadership for program audits
of BEP, the Mint, and Treasury’s Departmental Offices, as well
as for program audits of procurement activities at all Treasury
bureaus and offices.

The four Regional Inspectors General for Audit are directly responsible
for all audit work of Treasury bureaus within their respective geographic
locations. They are secondarily responsible for planning and leading
national audits of certain Treasury bureaus and functions, as follows:

e Regional Inspector General for Audit (Northeastern) plans and
leads national audits of the commercial operations of ATF and
Customs.

e Regional Inspector General for Audit (Central) plans and leads
national audits of enforcement operations of ATF and Secret
Service.

14




e Regional Inspector General for Audit (Southern) plans and leads
national audits for the enforcement operations of Customs.

e Regional Inspector General for Audit (Western) plans and leads
national audits of the operations of OCC, OTS, and other banking-
related Treasury components.

Under the overall management and direction of the Deputy Assistant
Inspector General for Program Audit and Evaluation, the Director of
Evaluations is responsible for evaluations, studies, surveys, and analyses
covering programs and operations of the Department and its components.
The Director supervises a staff of program analysts, economists, and
statisticians. The Director also provides overall coordination of evaluation
planning to ensure that reviews of the highest priority are included in the
annual plan.

Financial Management and Information Technology

Under the management and direction of the Deputy Assistant Inspector
General for Financial Management and Information Technology are four
Directors of Audit. The Directors are responsible for audits performed
by Washington, D.C., staff and for oversight of work performed by
contracted IPA firms. Also, they are responsible for planning the audits
in their assigned functional areas to ensure that audits of highest priority
are included in the annual plan. The functional areas by Director are
described below:

e Director, Consolidated Financial Audit, is responsible for performing
the annual audit of the Department’s consolidated financial
statements pursuant to the CFO Act and GMRA, and performing
or providing contractor oversight for audits of other components
or activities that are material to Treasury or are required to be
audited by other statutes. The Director coordinates with the U.S.
General Accounting Office (GAO) with respect to its audits of
IRS and the Public Debt as the IRS and Public Debt accounts are
included in the Department’s consolidated financial statements.

e Director, Enforcement Financial Audit, is responsible for
performing, or providing contractor oversight, for audits of
enforcement bureaus designated for stand-alone audits pursuant
to the CFO Act and GMRA, and audits of other components or
activities which are material to Treasury or are required by other
statutes.

e Director, Financial-Related Audit, is responsible for: (1) performing,
or providing contractor oversight, for pre-award, cost incurred,
and other contract audits referred to OIG by Treasury bureaus;
(2) overseeing Single Audit Act requirements pertaining to Treasury
activities; and (3) managing the funding and reimbursement
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agreements with audited bureaus related to financial statement
audits.

Director, Information Technology Audit, conducts reviews of the
acquisition, use, and disposal of complex computer and other
information technology systems, and the overall management
of information technology as a capital and managerial asset of
the Department. The reviews are performed to ensure that the
systems are effective, efficient, productive, and economical,
contain adequate safeguards to protect the data integrity and
data processing; consistently support Treasury needs; and are
developed and operated in accordance with all applicable policies,
standards, and procedures.

FY 2003 Planning Approach

This plan reflects our effort to provide appropriate audit and evaluation
coverage to Treasury and its bureaus given our available resources. In
formulating the plan, we also considered: (a) observations and suggestions
by our managers, auditors, evaluators, and investigators; (b) Treasury’s FY
2003 budget justification priorities; and (c) recent Congressional activity,
testimony by Treasury officials, and remarks indicating significant areas
of interest by Treasury, OMB, and Congressional officials and staff.

Key features of this plan include:

Perspective. The plan’s emphasis is on those issues of greatest
significance to Treasury rather than to individual Treasury bureaus.
In accordance with the Reports Consolidation Act of 2000, and
in prior years to requests from the congressional leadership, the
Inspector General annually provides the Secretary of the Treasury
our views on the most significant management challenges facing
the Department. In previous years, we identified management
challenges that were mission-specific, reporting in 2001 that the
most significant challenges in this regard were: (1) Information
Security, (2) Treasury’s Information Technology Investment
Management, (3) Money Laundering/Bank Secrecy, (4) Safety
and Soundness of the Banking Industry, (5) Narcotics Interdiction
and Trade Enforcement, (6) Revenue Protection, (7) Violent Crime,
(8) Implementation of the Government Performance and Results
Act, and (9) Financial Management at Treasury/Compliance with
the Federal Financial Management Improvement Act. While some
progress was made on these challenges, more remains to be
done.

This year, in light of the President’s Management Agenda, we
shifted our assessment to focus on those serious challenges that
are impeding the Department’s ability to carryout its program
responsibilities and ensure the integrity of its operations. We also
considered the terrorist attacks of September 11, 2001, which have
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served to underscore the need to improve the management and
security of Treasury assets that contribute to homeland security.
Accordingly, in February 2002, we informed the Secretary that,
in our view, there were five overarching management challenges
requiring management’s increased attention: (1) the unwillingness
of Treasury management to take prompt corrective action on
material weaknesses and other serious deficiencies in programs and
operations, (2) linking resources to results that has not occurred
because managerial cost accounting has not been integrated
into Treasury’s business activities, (3) inadequate financial
management systems that are not capable of producing timely,
accurate, and reliable information, (4) uncorrected, long-standing
information security problems and vulnerabilities, as evidenced by
the fact that 82 percent of the Department’s information systems
are not accredited, and (5) duplicated, wasteful practices that
are the result of enterprise solutions not being adapted to core
Treasury business activities.

e Customer and Stakeholder Participation. Our draft plan was
provided, through bureau liaisons, to Treasury officials for
comment. The Directors and their staffs met with Department
and bureau officials and staff throughout the year to solicit audit
and evaluation suggestions. We also met with interested staff
from OMB and various congressional committees to obtain their
insights and suggestions.

e Responsiveness. The plan is revised throughout the year to
accommodate new legislative requirements, changing bureau
missions, and unforeseeable events.

e Continuity. The plan is a dynamic document that will be updated
and continued beyond FY 2003. At present, there are many high
priority audits that were not included in the plan due to resource
constraints.

For FY 2003, the Inspector General established the following three
priorities for the Office of Audit:

Priority 1 - Audit products mandated by law.

Our office must allocate significant resources to meet legislative
requirements related to (1) audited financial statements and financial-
related review work, (2) information security, and (3) failed financial
institutions, as described below:

Audited Financial Statements and Financial-related Review Work.
The Chief Financial Officers (CFO) Act of 1990, as expanded by the
Government Management Reform Act of 1994 (GMRA) requires our
office to audit the consolidated financial statements of the Department
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of the Treasury as well as financial statements of component entities
specifically designated by OMB. OMB designed ATF and Customs
for component entity audited financial statements. Although OMB
waived this requirement for Customs and ATF for the FY 2002
financial reporting period, considerable work must still be undertaken
by our office and contracted IPAs under our oversight to fulfill our
audit requirements for the Department’s financial statements. Aside
from the CFO Act and GMRA, other laws required audited financial
statements for certain Treasury components that are performed
by IPAs under our oversight. Specifically, the United States Mint
Reauthorization and Reform Act of 1992 and the Treasury Forfeiture
Fund Act of 1992 require annual audits of the Mint and the Treasury
Forfeiture Fund, respectively. For OCC, annual audits are performed
as part of OCC’s efforts to comply with 72 U.S.C. 74, which
requires that the Comptroller of the Currency make an annual report
to Congress. For OTS, annual audits originated under the Financial
Institutions Reform, Recovery and Enforcement Act of 1989 and have
continued since. The Federal Financial Management Improvement
Act of 71996 requires that our annual audits of Treasury’s financial
statements report on whether its financial management systems
comply with Federal financial management systems requirements,
applicable accounting standards, and the United States Government
General Ledger at the transaction level. The Act also requires us to
include in our semiannual reports to the Congress instances when the
Department has not met targets in making its accounting systems
compliant with the requirements of the Act. Furthermore, 27 U.S.C. 8
1704(d) requires National Drug Control Program agencies in Treasury
to provide the Office of National Drug Control Policy (ONDCP) an
annual detailed accounting of all funds expended for National Drug
Control Program activities that must be authenticated by our office.

Information Security. The Government Information Security Reform
Act (GISRA) provides a comprehensive framework for establishing
and ensuring the effectiveness of controls over information resources
that support Federal operations and assets. Under GISRA, Treasury
must develop and implement security policies, procedures, and control
techniques sufficient to afford security protections commensurate
with the risk and magnitude of harm resulting from the loss, misuse,
or unauthorized access to or modification of information collected or
maintained by the Department. GISRA also requires our office to
perform an annual evaluation that includes tests of the effectiveness
of security controls and an assessment of compliance with the Act.

Failed Financial Institutions. The Federal Deposit Insurance Corporation
(FDIC) Improvement Act of 19917 requires us to review failed Federally
insured depository institutions that had been supervised by either
the Office of the Comptroller of the Currency (OCC) or the Office
of Thrift Supervision (OTS). These legislatively mandated reviews
arise when the institution’s failure results in a loss to FDIC’s deposit
insurance fund exceeding either (1) $25 million or (2) 2 percent of the
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institution’s total assets. Known as a material loss review (MLR), we
are required to determine why the institution failed and assess the
adequacy of OCC’s or OTS’ supervision of the failed institution. In
February 2002, we completed an MLR of Superior Bank FSB, located
in Oakbrook Terrace, lllinois, and the Inspector General testified before
the Senate Committee on Banking, Housing and Urban Affairs on the
causes of Superior’s failure and OTS’ supervision of the institution.
Shortly thereafter, there were two material bank failures requiring an
MLR. Both supervised by OCC, the failed institutions are Hamilton
Bank, N.A., located in Miami, Florida; and NextBank, N.A., located in
Phoenix, Arizona. Unofficial loss estimates to the deposit insurance
fund are $140 million and $300 to $400 million, respectively. Both
MLRs will be completed during FY 2003. It should be noted that this
is the first time our office has performed two MLRs simultaneously
since this requirement was enacted. Moreover, the rising number
of problem banks nationally that closely align with current economic
conditions possibly portend an increasing number of MLRs that must
be performed by OIG.

Priority 2 - Audit products that support the President’s
Management Agenda

We recognize that the Presidentl Management Agenda (PMA) parallels
our mission of improving the economy, effectiveness and efficiency
of the Department’s programs and operations. Accordingly, for FY
2003, we have included audits to assess the Department’s progress
in addressing the PMA’s five government-wide initiatives (strategic
management of human capital, competitive sourcing, improved
financial performance, expanded electronic government, and budget
and performance integration).

Priority 3 - Audit products that address material weaknesses
and other known serious deficiencies in the Department’s
programs and operations.

We will undertake audits during FY 2003 to assess the Department’s
progress in addressing material weaknesses and known significant
vulnerabilities. Two principal areas that will be a continued focus of
our office are IT security and Customs modernization. It should be
noted that the Department’s success in addressing these areas is also
critical to its implementation of the President’s Management Agenda.

IT Security. Treasury was identified as having longstanding IT
security problems in the first year of GISRA. These security problems
exist at both the Department level and within bureaus. We reported
that while Treasury had developed policies to implement and
maintain an adequate security system program, the implementation
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of these policies was insufficient. We previously identified material
weaknesses in Treasury’s overall policy, guidance, and oversight of
the bureaus’ computer system controls, most notably at the Customs,
FMS, and the Mint. A continued annual, independent evaluation of
bureau information security programs by our office will help drive
reform because it will spotlight both the obstacles and progress
toward improving information security.

Customs Modernization. Second in size only to tax system
modernization, the development of the Automated Commercial
Environment (ACE) is a massive and multifaceted effort that is critical
to the long-term success of the Customs mission and to address a
longstanding material weakness with the bureau’s core financial
systems. ACE is part of the Customs Modernization Program, a 15-
year, $5 billion effort to modernize Customs automated systems. The
ability of Customs to process the growing volume of imports while
improving compliance with trade laws depends heavily on successfully
improving the trade compliance process and modernizing supporting
automated systems. We recently reported on risks associated with
Customs’ staffing, communications, and scheduling for ACE. We
also reported that six management control systems were not fully
implemented and the initial deliverables from the prime contractor
had significant deficiencies, which required reworking. Further,
we reported that: “Because of the system’s national importance,
Customs is taking a schedule-driven approach to acquiring ACE.
However, without the management capacity to effectively acquire
such a large and complex system, particularly in light of Customs’
performance to date and the accelerated acquisition and deployment
schedule, this approach could backfire. Full system capabilities may
take longer and cost more to acquire, deploy, and make operational,
because the system delivered under the accelerated schedule could
require considerable rework.” These already existing conditions, and
the risks associated with a failed ACE implementation, necessitates
continued close audit oversight by our office.

In addition to projects responding to the above areas, we are including
coverage of other areas in response to the events of September 11t or
because we believe they represent significant risk to the Department.
These areas include: (1) the Department’s responsibilities for combating
money laundering, including terrorist financing, and implementing the
Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act (USA PATRIOT Act);
and (2) safety and soundness of financial institutions.

e Money Laundering/Terrorist Financing/USA PATRIOT Act. The
Act made significant changes and additions to the electronic
surveillance provisions in Title 18, and the Bank Secrecy Act
in Title 31. The Act requires the Secretary of the Treasury to
promulgate and report on the implementation of regulations that
enhance the ability of financial institutions to identify and disrupt
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terrorism and money laundering activities. Along with this, FinCEN
was established as a Treasury bureau. Also, the Act established
the Counterterrorism Fund, which is used to reimburse Treasury
bureaus for costs incurred in fulfilling important counter terrorism
responsibilities. Other changes include an extension of Secret
Service’s jurisdiction to include the authority to investigate cases
involving espionage, foreign counterintelligence, and information
protected against unauthorized disclosure due to national
security or foreign relations requirements. In addition to the
USA PATRIOT Act, the Congress provided significant increases
in the Department’s budget to enhance domestic security against
terrorism. The Department’s budget increased from $14.8 billion
in FY 2001 to $16.5 billion appropriated in FY 2002. The
Department’s request for FY 2003 is $16.65 billion. Of the FY
2003 request, law enforcement represents $5.2 billion or 31.5
percent of the total program budget. Our office plans to provide
audit oversight of these increased appropriations, procedures and
controls to ensure effective use, implementation, and program
results.

Safety and soundness of financial institutions. Clearly, a safe and
sound banking system is a pre-condition for stability within our
financial system. Through OCC and OTS, Treasury regulates and
supervises banks and thrifts with combined assets of over $3.1
trillion that account for over 58 percent of total industry assets.
In addition, OCC-regulated national banks account for the vast
majority of the off-balance-sheet assets, also known as financial
derivatives, which are estimated to exceed $43 trillion for all banks
nationally. The economic tide has turned following nearly a decade
of unprecedented economic growth, record bank capitalization,
and few problem banks. The events of September 11" magnified
the effects of the current recession and the inevitable carryover
effects on bank earnings and risk. Indicators portending increased
risk and stress for the banking industry include sluggish consumer
confidence, rising unemployment, and hard-hit sectors such as
lodging, airlines, and telecommunications/high-tech. Indeed, the
numbers of failed banks beginning in 2001 had lowered the FDIC
bank insurance reserve below the statutory level by mid-2002.

Aside from fundamental economic factors, added regulatory and
supervisory challenges arise out of the recently enacted Gramm-
Leach-Bliley Financial Services Modernization Act (GLBA) of
1999. Due to the implementation of GLBA and its implications to
allow banks to venture into the securities and insurance business,
we will perform audits of the expanding regulatory requirements
over third-party service providers, holding companies, and other
areas of non-traditional bank regulation reviews. The movement
into non-traditional banking practices required the regulators to
re-evaluate their oversight roles and develop procedures to cover
the changing environment. Our past experience revealed that
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these procedures have not always been timely developed, or had
not been developed well enough to provide the coverage required.
GLBA has also built on the core issue of privacy over a customer’s
financial information with a major concern of information sharing
among affiliated non-banking units such as an insurance arm. In
addition, changes resulting from implementation of the GLBA have
increased focus on provisions of the Community Reinvestment
Act (CRA), requiring disclosures by banks of all CRA agreements
and how resources are being used in meeting the objectives of the
CRA.

Through our planning process we identified 100 new audit and evaluation
projects for inclusion in the FY 2003 Annual Plan. These projects, as
well as projects that were started in FY 2002, are described in Appendix
A of the Annual Plan. Other high priority projects identified through the
planning process that we must defer to future years due to resource
limitations are described in Appendix B.

Our planned OIG staff resource utilization address our three priority areas
for FY 2003 as shown in the following chart:

FY 2003 Resource Allocation by Audit Priorities

Priority 3 -
Audit Products that
Address Material Priority 1 -
Weaknesses and Audit Products
Other Known Serious Mandated by Law
Deficiencies in the 35%
Agency/Department’s

Programs and Operations
34%

Priority 2 -

Audit Products that
Support the President’s
Management Agenda

31%
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Our planned OIG staff resource allocation by Treasury bureau and
Headquarters operational component is depicted in the following chart:

Office of the Assistant
Secretary for Management
Secret Service and Chief Financial Officer
OTS 3% 6% Office of the Chief
e\

Information Officer

5%

Federal Financing Bank
Less than 1%

occC

Mint Office of Enforcement
4% 4%
Office of International Affairs
2%
FMS
8% ATF
13%
FLETC

BEP
2%

Less than 1%

FinCEN BPD
7% 2%

Customs
26%

Our planned OIG staff resource allocation by source of the audit/
evaluation project is depicted in the following chart:

FY 2003 Resource Allocation by Audit Source

Mandated
34%
OIG Identified
60%
Requested

6%
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Collaboration with the Office of Investigations

It is difficult to anticipate the level of audit and evaluation resources
needed to support OIG investigations. Our practice has been, and
will continue to be, to treat requests for assistance by Ol and other
investigative organizations as top priority. Accordingly, we are prepared
to delay or defer other planned audit work, if necessary, to support Ol.

Ol participated in the process that led to the audits and evaluations
included in this plan. Also, we intend to collaborate on several audits
and integrity probes during the year.
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Appendix A Project Narratives
In Progress and Planned New Audits and Evaluations for
FY 2003

Priority 1 — Audit Products Mandated by Law

Department-wide Consolidated Financial Statements and
Selected Treasury Bureaus Financial Statements (In Progress)

Contact Persons: Mike Fitzgerald (202) 927-5789
Louis King (202) 927-5774

Background: We will continue to support the Department in its efforts
to produce Treasury-wide financial statements in accordance with the
Chief Financial Officers (CFO) Act and the Government Management
Reform Act (GMRA) by auditing major entities and bureau activities
whose audits are either statutorily mandated or material to the
Department.

Statutory and other audits include the audits of financial statements
of the Department, IRS, Customs, ATF, the Exchange Stabilization
Fund, the Federal Financing Bank, the CDFI, the Treasury Forfeiture
Fund, BEP, OCC, OTS, the Office of D.C. Pensions, Mint, and the Mint
Custodial Gold and Silver Reserves.

Audits of accounts or activities which are material to the Department
include the audits of: BPD’s Schedule of Federal Debt; BPD's
Schedules and Notes for Selected Trust Funds; BPD’s Schedule of
Loans Receivable from Federal Entities and Related Interest Receivable;
FMS’ Schedule of Non-Entity Government-Wide Cash; FMS’ Schedule
of Non-Entity Assets, Non-Entity Costs and Custodial Revenue; DO’s
financial statements; and International Assistance Program accounts.

For FY 2002, as for FY 2001, Treasury received a waiver from
OMB requirements for “stand alone” financial statement audits of
Customs and ATF. In lieu of these audits, contracted Independent
Public Accounting (IPA) firms and our office will perform sufficient
procedures on Customs’ and ATF’'s financial statements, internal
control, and compliance with laws and regulations to support our
audit report on the Department’s financial statements.

The Department has accelerated its FY 2002 financial statement
reporting deadline to November 15, 2002. This is significantly
accelerated from OMB’s mandated deadline of February 1, 2003, and
presents a significant challenge to the Department to change/improve
accounting and reporting processes to produce auditable financial
statements. Planned FY 2002 financial statement audits should

31




continue to provide Department and bureau management officials
with critical information and recommendations to help prepare
reliable Treasury-wide financial statements, develop more effective
and reliable financial accounting systems, correct internal control
weaknesses, and improve mission-related operations. As in prior
years, a combination of OIG, U.S. General Accounting Office (GAQ),
and contractor resources will be used to meet the FY 2002 financial
statements audit requirements for the Department and its component
bureaus and entities.

Audit Objective/Key Questions: Do the financial statements prepared
by the Department and its bureaus accurately present their financial
position and results of operations? Are Department and bureau
managers taking action to correct identified financial management
weaknesses so as to better manage their operations and comply with
applicable laws and regulations having a direct and material effect on
the financial statements? We estimate approximately 21,200 hours
of OIG resources, supported by contractor resources, will be needed
to fulfill our financial statement audit responsibilities during FY 2003.

Treasury Progress in Achieving Compliance with the Federal
Financial Management Improvement Act

Contact Person: Mike Fitzgerald (202) 927-5789

Background: The Federal Financial Management Improvement Act
of 1996 (FFMIA), Section 803(a), states that: “In General ... Each
agency shall implement and maintain financial management systems
that comply substantially with Federal financial management systems
requirements, applicable Federal accounting standards, and the
United States Government Standard General Ledger at the transaction
level.”

FFMIA requires us to report whether Treasury’s financial management
systems are in substantial compliance with these general requirements
as part of the annual audit of the Department’s financial statements
pursuant to the CFO Act and GMRA. As a result of our audit of
the Department’s FY 2001 financial statements, we reported that
Treasury’s financial management systems were not in substantial
compliance with FFMIA. That determination was based on the audit
results at Customs, IRS, FMS, OCC and the Mint.

Under FFMIA, the Department must prepare a remediation plan
that will bring its financial management systems into substantial
compliance. There is a requirement, separate from the FFMIA
reporting requirement on the financial statement audit, that we
assess the Department’s progress under its remediation plan, and
report on any missed milestones in the OIG Semiannual Reports to the
Congress. This mandated reporting is to include the facts pertaining
to the failure to comply with the requirements, including the nature
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and extent of the non-compliance, the primary reason or cause for the
failure to comply, and any extenuating circumstances, as well as a
statement of the remedial actions needed to comply.

Audit Objectives/Key Questions: Has the Department developed an
appropriate FFMIA remediation plan? Has the Department met the
milestones prescribed in its remediation plan? This work will be
conducted at Customs, FMS, OCC, and the Mint. The Treasury
Inspector General for Tax Administration is responsible for reviewing
and reporting on IRS’ remediation plan. We estimate 200 hours will
be needed to complete this project during FY 2003.

Treasury Government Information Security Reform Act
Implementation

Contact Person: Ed Coleman (202) 927-5007

Background: The Government Information Security Reform Act
(GISRA) was passed in year 2000 as part of the FY 2001 Defense
Authorization Act (P.L. 106-398), amending the Paperwork Reduction
Act of 1995. GISRA codifies existing OMB security policies, as well
as the Clinger-Cohen Act of 1996. GISRA focuses on the program
management, implementation, and evaluation aspects of the security
of unclassified and national security systems, and requires OIG to
perform an independent evaluation of the Department’s security
program annually. As part of its FY 2003 budget submission,
Treasury was required to submit an assessment of its unclassified
information security program, along with our independent evaluation
performed during 2001. That evaluation found that Treasury’s
information systems security program needed improvement to meet
the requirements of GISRA. Specifically, we noted deficiencies with
Treasury and its bureaus’ performance measurement approach,
certification and accreditation process, capital planning and investment
process, training programs, and computer security incident reporting
process.

Audit Objective/Key Question(s): Are Treasury’s information security
program and practices adequate? What progress has Treasury made
in resolving weaknesses cited in the prior year’s review. We estimate
2,000 hours will be needed during FY 2003 for this project.

Material Loss Review of Hamilton Bank, N.A. (In Progress)
Contact Person: Donald Kassel (202) 927-6512

Background: OCC closed Hamilton Bank, N.A., located in Miami,
Florida, on January 11, 2002, and the Federal Deposit Insurance
Corporation was appointed receiver. The OCC acted after finding
that the bank, which had assets of $1.4 billion at the time of its
closing, was undercapitalized and suffered from deteriorating asset
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quality, poor earnings, a high level of nonperforming loans, and
sharply declining capital levels. As mandated by section 38(k) of the
Federal Deposit Insurance Act, we are responsible for conducting a
material loss review because the failure is estimated to cost the Bank
Insurance Fund approximately $140 million.

Audit Objective/Key Question(s): Why did the bank’s problems result
in a material loss to the insurance fund? Did the OCC adequately and
effectively detect problems and administer enforcement actions in a
timely manner? If applicable, how may such failures be avoided in
the future? We estimate 800 hours will be needed to complete this
project during FY 2003.

Material Loss Review of NextBank, N.A. (In Progress)
Contact Person: Benny Lee (415) 977-8810

Background: OCC closed NextBank, N.A., of Phoenix, Arizona, on
February 7, 2002, upon determining that NextBank was significantly
undercapitalized and suffered from deteriorating asset quality, poor
earnings, and high operating expenses. NextBank was a credit card
bank operating through an Internet delivery platform with a business
focus on subprime lending. As mandated by section 38(k) of the
Federal Deposit Insurance Act, the Treasury OIG is responsible for
conducting a material loss review of NextBank given its estimated
material loss to the Bank Insurance Fund, which possibly could range
from $300 million to $400 million.

Audit Objective/Key Question(s): Why did the bank’s problems result
in a material loss to the insurance fund? Did the OCC adequately and
effectively detect problems and administer enforcement actions in a
timely manner? |If applicable, how may such failures be avoided in
the future? We estimate 1,200 hours will be needed to complete this
project during FY 2003.

Assertions Included in the FY 2002 Annual Reports of Drug
Control Funds to the Office of National Drug Control Policy

Contact Person: Mike Fitzgerald (202) 927-5789
Louis King (202) 927-5774

Background:  Office of National Drug Control Policy (ONDCP)
Circular: Annual Accounting of Drug Control Funds, requires National
Drug Control Program agencies to prepare a detailed accounting of
obligations for National Drug Control Program activities. The Circular
also requires us to conduct attestation reviews expressing a conclusion
about the reliability of each assertion made in the agencies’ reports.

Audit Objective/Key Question(s): Are the assertions made in Treasury
bureau reports to ONDCP about obligations for National Drug Control
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Program activities reliable? We estimate 200 hours will be needed to
complete this project during FY 2003.

Treasury Payments for Water and Sewer Services Provided
by the District of Columbia

Contact Person: Mike Fitzgerald (202) 927-5789

Background: The Consolidated Appropriations Act of 2001 requires
OIG to report quarterly to the Senate and House Appropriations
Committees on the promptness of payments for water and sewer
services received by the Department from the District of Columbia.
These reports are due no later than the 15" day of the month following
each quarter.

Audit Objective/Key Question: Have Treasury components made
required payments for District of Columbia water and sewer services
in a timely manner? We estimate 200 hours will be needed for this
project during FY 2003.




Priority 2 - Audit Products that Support the President’s
Management Agenda

Management of HR Connect

Contact Person: Thomas Byrnes (202) 927-5904

Background: The Department is currently engaged in implementing
a multi-year $297 million automated, integrated Human Resources
(HR) system called “HR Connect.” This Department-wide system
is intended to bring about significant changes in human resources
practices.

Specifically, HR Connect is expected to: (1) provide the Department
and bureau executives with more accessible, accurate, timely, and
integrated data; (2) eliminate the need to create new HR systems within
each bureau; and (3) reduce costs compared to the approximately 90
“stand alone” human resource systems currently in use by the bureaus.
Furthermore, it should greatly enhance HR and HR-related services
the bureaus currently provide to their employees and managers.
Appropriated funding to support this initiative is maintained at the
Department and managed by the HR System Program Office (HRSPO).
IN1999, ATF and OCC prototyped HR Connect. DO, FMS and Secret
Service implemented HR Connect in FY 2000. The remaining bureaus
will implement the system through FY 2003.

Audit Objectives/Key Questions: Is the Department providing
sufficient control and oversight to ensure HR Connect will achieve its
intended purposes? We estimate 2,000 hours will be needed for this
project. (PMA initiative supported: Strategic Management of Human
Capital)

Employee Safety and Health

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: The issues of health and safety are an implied Treasury
strategic goal of improving employee satisfaction, as noted in the
following passage:

“The need to measure employee satisfaction is based on
the premise that our employees are in the best position
to assist us in identifying the organizational strengths and
weaknesses that either enhance or diminish their ability
to do their jobs well. In other words, employees know
the extent to which their work environment is healthy and
supports high performance, and they also know when they
are being effectively led, trained, equipped, and rewarded.”
(Emphasis added)




Despite the implied relationship between a healthy work environment
and improved employee satisfaction it’s unclear whether Treasury has
attempted to measure health and safety issues within the context of
improved employee satisfaction.

Evaluation Objective/Key Question(s): What is the current level of
health and safety knowledge and concerns of Treasury employees?
We estimate that 1,000 hours will be needed for this project. (PMA
initiative supported: Strategic Management of Human Capital)

Employee Job Satisfaction

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: The Secretary of the Treasury has stated:

“The paramount goal of our efforts should be to create
a work culture of performance, challenge, meaning, and
dignity. Employees should be able to ask themselves
the following three questions: Am | treated with dignity
and respect at work by everyone | encounter? Do | have
the tools | need to do my job so that the work | do gives
meaning to my life? And did anybody notice?”

In years past, OPM co-sponsored vyearly employee satisfaction
surveys and some Treasury offices and bureaus used surveys to
gauge employee contentment.

Evaluation Objective/Key Question(s): How does the Department
measure Treasury employee satisfaction with their jobs, and how is
this information used? We estimate that 1,000 hours will be needed
for this project. (PMA initiative supported: Strategic Management of
Human Capital)

Employee Recruitment Systems and Methods

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: The non-postal Federal civilian workforce has decreased
from about 2.3 million employees in FY 1990 to fewer than 1.9
million employees by FY 1999. At the same time, the number of new
hires has decreased from 118,000 during FY 1990 to about 74,000
during FY 1999. Many predict an impending shortage of qualified and
experienced employees as increasing numbers of employees become
eligible to retire in the next 4 years.

To fill job openings and retain current employees, Treasury bureaus and
offices have implemented new recruitment approaches and systems.
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The ability to efficiently attract and effectively recruit new employees
remains essential to Treasury operations. Opportunities for sharing
the benefits of different approaches and systems may likely exist.

Evaluation Objective/Key Question(s): How do Treasury offices and
bureaus recruit employees and do best practices exist that can be
shared amongst the bureaus? We estimate that 1,000 hours will
be needed for this project. (PMA initiative supported: Strategic
Management of Human Capital)

Telecommuting and Flexible Workplace Arrangements

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: Telecommuting and flexible workplace arrangements
have seen increased use in the Federal government as managers seek
greater flexibility to recruit and retain workers. Some studies have
found that telecommuting programs may lead to decreases in the
number of people crowding the roadways and transit systems, and may
improve employee productivity if managed properly. Since the Office
of Personnel Management (OPM) completed a pilot program in these
areas in 1992, their use and acceptance in the Federal government
workplace has grown. In addition, U.S. law requires that (1) agencies
establish policies to allow eligible employees to telecommute and
(2) OPM ensure that 25 percent of the Federal workforce participates
in telecommuting.

Evaluation Objective/Key Question(s): What are the current
telecommuting and flexible workplace policies across Treasury and
are the objectives of these policies being met? We estimate that
1,000 hours will be needed for this project. (PMA initiative supported:
Strategic Management of Human Capital)

Customs Resource Allocation Model (RAM)

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: Using a contractor, Customs developed the RAM in
March 1999 at a cost of $5656,000. The RAM predicts, based on
two methodologies, what staffing levels are needed bureau-wide and
locally by occupation on a yearly basis. Customs had been working
with the RAM to support budget requests, planning, and analysis. As
of January 2002, the model had been designed and Customs was in
the process of populating the database.

Evaluation Objective/Key Question(s): How is Customs using the
Resource Allocation Model to manage its operations? We estimate
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that 1,000 hours will be needed for this project. (PMA initiative
supported: Strategic Management of Human Capital)

Customs Inspector Training

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: In February 2000, the Commissioner of Customs
announced that the Customs Office of Training and Development
had initiated efforts to create a new National Training Plan (NTP) for
Customs. According to Customs, this important project is intended
to provide a more unified and strategic vision to the many different
training programs that are offered at Customs. The first phase of NTP
outlined the core training vital to the Customs mission for each job
occupation by FY 2001. In September 2000, Customs announced it
had developed its listing of core training courses, which were to be
included in Customs FY 2001 NTP.

In December 2000, the Commissioner approved the first annual NTP.
The NTP was to be centrally funded, support training for new recruits,
and cover a range of in-service training for core occupations. The
NTP also would include basic and advance training at the Customs
Academy, firearms and tactics training, and leadership courses.
Customs planned to begin implementing the plan in FY 2001.

Evaluation Objective/Key Question(s): What progress has been made
in implementing the NTP for the Customs inspector workforce? We
estimate that 1,000 hours will be needed for this project. (PMA
initiative supported: Strategic Management of Human Capital)

Enforcement Terrorist Training
Contact Person: George Tabb (713) 706-4613

Background: Treasury’s law enforcement bureaus share with other
law enforcement agencies the responsibility to safeguard our nation
from violent acts, including terrorism. Personnel are trained to enforce
the laws and ensure the safety of our citizens and nation alike. The
Congress has recently passed laws, such as the USA PATRIOT Act,
which gave greater authority to law enforcement in their work against
terrorism.

Audit Objective/Key Question(s): Do Treasury enforcement bureaus
have the training and skills to apply the new legislative authorities
regarding terrorism? We estimate that 1,600 hours will be needed
to complete this project. (PMA |Initiative Supported: Strategic
Management of Human Capital)




Secret Service’s Role at National Special Security Events

Contact Person: Roberta Rickey (312) 886-6300

Background: The Secret Service is the lead Federal agency for the
planning, designing and implementation of security plans at events
designated as National Special Security Events (NSSEs). Since January
2002, the Secret Service has implemented security for the following
NSSEs: the 2002 Winter Olympics and Super Bowl XXXVI. Other
recent events last year declared NSSEs included the 2001 Presidential
Inauguration and the 56™ United Nations General Assembly. With the
completion of the Winter Olympics, the Secret Service coordinated
and implemented security plans at 13 events declared NSSEs since
1998.

The goal of the cooperating Federal, state and local agencies is to
provide a safe and secure environment for Secret Service protectees,
other dignitaries, event participants, and the general public. As part
of its FY2000-FY2005 Strategic Plan, the Secret Service wants to
enhance the NSSE Staffing and Response Plan to provide for a rapid
response team to gather and analyze investigative information relevant
to its NSSE responsibilities.

Audit Objective/Key Question(s): Because of the sensitivity and
importance of this area, we will present information on the impact of
NSSEs to Secret Service personnel and other resources. We estimate
that 2,000 hours will be needed for this project. (PMA Initiative
Supported: Strategic Management of Human Capital)

Treasury’s Implementation of the Federal Activities Inventory
Reform (FAIR) Act

Contact Person: Thomas Byrnes (202) 927-5904

Background: Public Law 105-270, Federal Activities Inventory
Reform Act of 1998, requires Federal agencies to prepare annual
lists of government activities that are not inherently governmental
in nature. Agencies submit their lists to OMB each June; OMB then
reviews the lists and releases them to Congress and the public. In
2000, Federal agencies reported that there are 850,000 Federal
jobs that could be performed by contractors—about half the Federal
workforce. OMB, in a March 2001 memorandum, directed agencies
to put up for competition or outsource at least 5 percent, or 40,000
positions by October 2002. By October 2003, the percentage
increases another 10 percent.

Audit Objective/Key Question(s): Has Treasury identified government
activities that are “commercial in nature” in accordance with the
FAIR and taken action to meet OMB requirements to compete or
outsource the commercial activities? We estimate that 2,000 hours
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will be needed to complete this project. (PMA initiative supported:
Competitive Sourcing)

Treasury Use of Government Purchase Cards (In Progress)

Contact Persons: Thomas Byrnes (202) 927-5904
George Tabb (713) 706-4613
Benny Lee (415) 977-8810

Transactions purchased through purchase orders, blanket purchase
agreements, and imprest funds cost the Government about $54
each. As a cost-cutting measure, in December 1993, the Department
directed all bureaus to begin using purchase cards for all small
purchases. Purchase cards are similar to personal credit cards,
and are used to buy products and services with less paperwork
involved than processing individual requisitions through the traditional
procurement process. The bureaus were to provide their employees
with the necessary training and written procedures.

Treasury’s use of purchase cards has been increasing over the
years. During FY 2001, approximately 6,600 purchase cards were
in use Department-wide. For FYs 1999 through 2001, purchase card
transactions totaled approximately $253 million.

Audit objective/Key Question: Do adequate controls exist to ensure
that purchase cards are used for their intended purpose? We initiated
work in this area at Customs, and plan to perform a series of audits
at Departmental Offices and at headquarters and/or field locations at
ATF, FMS, the Mint, OCC, OTS, and Secret Service. We estimate
4,000 hours will be needed for this project. (PMA initiative supported:
Improved Financial Performance)

ATF Controls over Imports of National Firearms Act (NFA)
Weapons (In Progress)

Contact Person: Roberta Rickey 312-886-6300

Background: ATF’s principal firearms regulatory responsibilities are
to (1) process and review firearms license applications and inspect
applicants to determine their qualifications under the Gun Control
Act (GCA) for licenses, (2) conduct periodic compliance inspections
of licensees, and (3) support ATF’s investigators in their efforts to
curb the illegal possession and/or use of firearms. ATF criminal
investigators perform criminal investigations concerning firearms and
other violations.

ATF enforces provisions of the GCA, the National Firearms Act (NFA),
and certain provisions of the Arms Export Control Act (AECA), as they
relate to the importation of firearms. The GCA and AECA impose
controls on all firearms, including NFA firearms. NFA firearms cannot




be imported or brought into the United States unless the person
importing the firearms establishes that the firearms are to be imported
or brought in for: (1) the use by the United States government, any
state, and any possession or political subdivision of the United States;
(2) scientific or research purposes; or (3) testing or use as a model by
a registered manufacturer or solely for use as a sample by a registered
importer or registered dealer.

Audit Objective/Key Question(s): Is ATF controlling and monitoring
importation of NFA firearms in an effective manner? We estimate that
2,000 hours will be needed to complete this project during FY 2003.
(PMA initiative supported: Improved Financial Performance)

ATF Youth Crime Gun Interdiction Initiative (YCGII)
Expenditures (In Progress)

Contact Person: Roberta Rickey (312) 886-6300

Background: The Youth Crime Gun Interdiction Initiative (YCGII) was
established in July 1996. The initiative consists of partnerships with
state and local law enforcement agencies in the tracing of every crime
gun recovered in those localities. The main focus and goals of YCGII
are: (1) working with U.S. attorneys and state/local prosecutors to
intensify efforts to investigate and incarcerate individuals who illegally
traffic in firearms to youth, (2) ensuring that local police departments
trace all crime guns recovered, and (3) developing new methods of
mapping illegal firearms trafficking patterns and practices.

In FY 2001, YCGII was funded at $76.4 million with the participation
of 50 cities in the program. ATF’s FY 2002 budget request for YCGII
was $85 million. YCGII funds approximated 10 percent of ATF’s total
budget for FY 2002.

The OIG issued an audit report (Bureau of Alcohol, Tobacco and
Firearms’ Expenditures for the Youth Crime Gun Interdiction Initiative;
OI1G-00-087) on YCGII expenditures during FYs 1996 through 1998.
This audit will review the expenditures during FYs 2000 through
2002.

Audit Objective/Key Question(s): Has ATF (1) accounted for funds
received to ensure that they were efficiently spent and supported
YCGII; and 2) adhered to Federal and ATF requirements for awarding
contracts and monitoring contractors who provided goods and services
for YCGII? We estimate 1,200 hours will be needed to complete this
project during FY 2003. (PMA initiative supported: Improved Financial
Management)
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ATF Gang Resistance Education and Training (G.R.E.A.T.)
Program Expenditures

Contact Person: Roberta Rickey (312) 886-6300

Background: G.R.E.A.T. is a gang prevention program designed to
educate youth about the dangers associated with joining street gangs
and participating in violent crime. Students in the G.R.E.A.T. program
learn about: The impact that crime, drugs and gangs have on victims
and neighborhoods; the cultural differences and harmful behaviors
resulting from prejudice; how to resolve conflicts without violence;
how to become better equipped to meet basic needs; responsibilities
as individuals in their community; and the importance of setting goals
in life.

ATF agents train police officers to provide instruction to grade and
middle school aged children. Training may be provided to any Federal,
state, or local law enforcement agency to the extent that allocated
funds allow. From the program’s inception in 1991 to June 2001,
approximately 4,900 law enforcement officers from over 1,600
agencies had been certified to instruct G.R.E.A.T.; nearly 3 million
students have been taught.

Under the program, ATF provides funding through grants to state
and local law enforcement agencies or municipal governments to set
up G.R.E.A.T. programs. ATF supplies money for instructor salaries
and other expenses such as computers, cell phones, tee shirts and
classroom supplies.

For FYs 2000, 2001, and 2002, Congress designated $ 13 millionto ATF
each year for disbursement through grants, cooperative agreements,
or contracts to local governments for G.R.E.A.T. programs. Congress
also designated $3 million to ATF for administering the G.R.E.A.T.
program in FY 2000 and again in FY 2001. For the period January
2001 through January 2002, ATF provided $14.5 million to 199
agencies. In its FY 2003 Budget submission, ATF requested that
previous language which earmarked funds for the G.R.E.A.T. program
be deleted because it “limits use of the funds in the most efficient
manner.”

Audit Objective/Key Question(s): How has ATF managed and
controlled funds appropriated for the G.R.E.A.T. Program? We
estimate that 1,600 hours will be needed for this project. (PMA
Initiative Supported: Improved Financial Performance)
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ATF Controls over the Domestic Sale of Tobacco Products
Labeled for Export

Contact Person: Donald Benson (617) 223-8638

Background: Effective February 2001, businesses may incur civil or
criminal penalties if they sell or hold for sale any U.S. manufactured
tobacco products for domestic consumption when they are labeled
for exportation. The new law, the Imported Cigarette Compliance
Act of 2000, provides for a civil penalty of at least $1,000 and the
tobacco products being subject to forfeiture. Larger civil penalties
may be imposed if the amount of the Federal excise tax on the
tobacco products exceeds $200 million. To comply with the law, ATF
suggested that businesses examine the packages of tobacco products,
cigarette papers and tubes in their inventory for any products that
may be marked for exportation.

Audit Objectives/Key Questions: Has ATF established controls over
tobacco products manufactured in the United States to ensure that
tobacco products marked for exportation are not held or sold in United
States? We estimate 1,600 hours will be needed for this project.
(PMA initiative supported: Improved Financial Management)

ATF Revenue Inspection Targeting
Contact Person: Donald Benson (617) 223-8638

Background: In FY 2001, ATF collected $14 billion in Federal excise
taxes imposed on alcohol, tobacco, firearms, and ammunition. In its
mission to Collect the Revenue and to ensure all taxes are properly
determined and paid, ATF conducts tax compliance inspections
of Distilled Spirits Producers (DSPs), wineries, breweries, tobacco
product factories, and manufacturers and importers of firearms and
ammunition. However, over the last decade, ATF has expended
fewer and fewer resources in this area. For example, in FY 1990, ATF
devoted 138 staff years to revenue examinations. During FY 1999,
ATF expended 57 staff years.

In FY 2000, ATF implemented a new inspection-targeting program.
Under this program, industry members were selected for inspection
in one of two ways: (1) “Determined at Risk Taxpayers” (DART) or
(2) from a random sample of taxpayers. With the DART program, the
Revenue Division made an effort to develop and distribute to the field,
meaningful and effective risk-based inspection strategies for FY 2000.
Taxpayers are selected for inspection under DART if one “automatic
trigger” (such as repeated gains in finished products inventory) or
three or more “common indicators” (such as taxpayer has never been
inspected) are noted. In addition to ensuring proper payment of tax,
the intent of the randomly selected taxpayers is to refine the targeting
indicators.
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Audit Objectives/Key Questions: Is ATF effectively targeting
for inspection those industry members that pose a high risk of
jeopardizing the collection of tax revenue? We estimate 1,800 hours
will be needed for this project. (PMA Initiative Supported: Improved
Financial Performance)

ATF Revenue Inspection Quality
Contact Person: Donald Benson (617) 223-8638

Background: During FY 2001, ATF collected approximately $14 billion
in alcohol, tobacco, firearms, and ammunition excise taxes. ATF
conducts revenue inspections of DSPs, wineries, breweries, tobacco
product factories, and manufacturers and importers of firearms and
ammunition. For manufacturers, the focus of the revenue inspections
is to determine if the plant’s internal controls provide assurance
against material misstatements of excise tax liability, and if the plants
comply with applicable Federal excise tax, laws, and regulations.

Recently, ATF established a new Tax Audit Division within the Office of
Alcohol and Tobacco. The new division will, when fully implemented,
assume responsibility for field audits of excise taxpayers with annual
tax liabilities of over $250,000. ATF plans to implement the first
office in Greensboro, North Carolina, in FY 2002, and phase in the
entire Tax Audit Division over a 4 to 5 year period.

Audit Objectives/Key Questions: Does the Tax Audit Division plan
and conduct its audit work in conformance with applicable auditing
standards? We estimate 1,500 hours will be needed for the project.
(PMA Initiative Supported: Improved Financial Performance)

Customs Payment of Antidumping and Countervailing Duty
Claims (In Progress)

Contact Person: Roberta Rickey (312) 886-6300

Background: Antidumping duties are imposed upon imported
merchandise the U.S. Department of Commerce (Commerce) has
found is, or is likely to be, sold in the U.S. at less than its fair value.
Countervailing duties are imposed upon imported merchandise that
Commerce determines benefits from actionable subsidies bestowed
by a foreign government. The Continued Dumping and Subsidy
Offset Act of 2000 requires that antidumping and countervailing duty
assessments be distributed to affected domestic producers within 60
days of the end of the fiscal year in which assessed. This program
has been in effect for one year, and Customs distributed approximately
$188 million for FY 2001 claims.

Audit Objective/Key Question(s): Has Customs established appropriate
controls to comply with this Act, and to prevent erroneous payments?
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We estimate that 1,600 hours will be needed for this project. (PMA
Initiative Supported: Improved Financial Performance)

Customs Reconciliation Program (In Progress)
Contact Person: Donald Benson (617) 223-8638

Background: Reconciliation is a program developed in response to the
Customs Modernization and Informed Compliance Act. Reconciliation
allows the importer, using reasonable care, to file entry summaries
with Customs with the best available information. This is done with
the mutual understanding that certain elements, such as declared
value, remain outstanding. When an importer files an entry summary
while certain elements remain undeterminable, the entry is flagged,
thereby providing Customs a notice of intent to file a reconciliation
at a later date. When the information becomes available the importer
files a reconciliation entry no later than 12 months of the earliest
import date for North American Free Trade Act (NAFTA) entries and
within 15 months of the earliest entry summary date for all other
issues. When the reconciliation entries are filed, the payment of
additional duties, taxes, fees and interest (or claim for refund) is made.
The reconciliation entry is then liquidated with a single bill or refund.
Customs implemented the Reconciliation Prototype in October 1998
as the exclusive means for making post-entry adjustments to value,
NAFTA eligibility, U.S. component value and classification.

Thirteen Customs ports process reconciliations. As of Fall 2001,
over 4.5 million entries have been identified for reconciliation with
over 1,700 importers participating in the program. Over 44,000
reconciliations have been received, closing out over 2.8 million
entries.

Audit Objectives/Key Questions: Does Customs have adequate
controls to ensure that reconciliations are timely filed, the appropriate
duties are collected, and other Customs requirements met? We
estimate that 1,600 hours will be needed to complete this project
during FY 2003. [(PMA initiative supported: Improved Financial
Performance)

Implementing Contractor Recommendations

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: Each year, Treasury awards contracts for consulting
advice in many areas including, but not limited to, management,
leadership, automated systems, process analysis, training, law
enforcement, customer service, telecommunications, health
screening, and manufacturing. These procurements result in many
recommendations for changes and improvements.
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Evaluation Objective/Key Question(s): How many and what types
of consulting services contracts are awarded each year and at what
cost? How many contractor recommendations are made each year
and are they implemented? If not, are there common or recurring
reasons why (e.g., funding, regulations, staff constraints, etc.)? We
estimate that 2,000 hours will be needed for this project. (PMA
initiative supported: Improved Financial Performance)

gledge of Approved Collateral in Lieu of a Required Surety
on

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: Firms doing business with the Federal government are
often required to provide a surety bond, or as an alternative, pledge
certain collateral to guarantee performance. As an example, importers
provide Customs surety bonds or pledge collateral to guarantee
payment of additional duties that might be assessed when import
entries are liquidated. Legislation was proposed that would allow
firms doing business with the Federal government to pledge a broader
range of collateral in lieu of a required surety bond. This proposal
has been narrowed to address only the proper valuation of collateral
pledged for this program.

The substantive terms of collateral requirements have not changed
since 1935. The proposed legislation would modernize the law and
also require that pledged collateral used in lieu of a surety bond, as
determined by the Secretary, have a current market value that is
equal to or greater than the amount of the required surety bond. This
change would be consistent with a recommendation made by GAO
with respect to other programs involving a pledge of collateral to the
Federal government.

Evaluation Objective/Key Question(s): What are the risks to guarantee
performance associated with the proposed legislation? How would
Treasury assure that the collateral is properly valued to protect
the United States’ interest? We estimate that 1,000 hours will be
needed to complete this project. (PMA initiative supported: Improved
Financial Performance)

FMS Use of Compensating Balances to Acquire Banking
Services

Contact Person: Donald Kassel (202) 927-6512

Background: FMS pays for some banking services it receives by the
use of compensating, or time balances. It imputes a monthly credit
of interest to the holders of compensating balances using an Earning
Credit Rate based on the rate for the 3-month Treasury bills. That
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interest credit is reduced monthly by the cost of banking services.
Interest rates for Treasury securities generally increase as the term to
maturity lengthens. The 3-month rate is less than the 6-month rate,
which in turn is less than the 12-month rate.

Depending on the length of the service contract, financial institutions
hold these balances for 5 or more years. Banks have to put up
100 percent collateral with the Federal Reserve for the compensating
balances. The bank can only place collateral securities approved
by the Federal Reserve. That list includes Treasury securities and
corporate securities, which provide higher returns than Treasuries.
FMS placed about $13 billion in compensating balances with financial
agent banks.

It should be noted that projects funded through compensating balances
do not go through the OMB and Congressional oversight process for
appropriated activities.

Audit Objective/Key Question(s): Are FMS controls adequate to
ensure the financing of banking services through compensating
balances is cost effective? We estimate 2,000 hours will be needed
to complete this project. (PMA initiative supported: Improved
Financial Performance)

Federal Agency Referral of Delinquent Non-Tax Debt under
the Debt Collection Improvement Act (DCIA) of 1996

Contact Person: Donald Kassel (202) 927-6512

Background: The Debt Collection Improvement Act of 1996 (DCIA)
authorizes the Secretary of the Treasury to collect delinquent non-tax
debt owed to the Federal government. FMS, which is responsible for
the collection of delinquent debt, applies a variety of debt collection
tools and issues regulations.

The DCIA requires that agencies turn over to FMS for collection any
non-tax debt that has been delinquent for a period of 180 days. FMS
works closely with Federal agencies, such as the Departments of
Education, Housing and Urban Development, and Health and Human
Services, to identify eligible debts and encourage referral to FMS for
collection. Since the passage of the DCIA, Treasury has collected
more than $12 billion in delinquent debt owed to states and to the
Federal government. Agency cooperation is crucial to the continued
effectiveness of Federal debt collection efforts.

Audit Objective/Key Question(s): Are creditor Federal agencies
referring debt when appropriate to FMS for collection in accordance
with the DCIA? We estimate 2,000 hours will be needed for this
project. (PMA initiative supported: Improved Financial Performance)
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FMS Cross-Servicing Efforts to Collect Non-Tax Delinquent
Debts

Contact Person: Donald Kassel (202) 927-6512

Background: Cross-servicing is the process whereby Federal agencies
refer delinquent debts to Treasury for collection. The DCIA assigns to
Treasury the responsibility for collecting delinquent debts Government
wide. To effectively collect the debts that agencies refer, FMS issues
demand letters, conducts telephone follow-up, initiates skip tracing,
refers debts for administrative offset, performs administrative wage
garnishment, and refers debts to private collection agencies (PCA’s).

FMS collects fees that are a percentage of referred debt and
intended to cover operating costs. Fees paid to PCAs are computed
as a percentage of actual collections. During FY 2001, debt
referred for cross-servicing was $3.6 billion, while collections were
$27.8 million.

Audit Objective/Key Question(s): Does FMS have adequate oversight
over its cross-servicing operations and over PCAs to ensure that they
are operating efficiently and effectively, and in accordance with the
DCIA? We estimate 2,000 hours will be needed for this project.
(PMA initiative supported: Improved Financial Performance)

FMS Processing of Limited Payability Funds Follow-Up
Contact Person: Donald Kassel (202) 927-6512

Background: The Competitive Equality Banking Act (CEBA) of
1987 limited liability (and therefore payability) for an issued Federal
government check to 12 months, after which time Treasury is to
automatically cancel the check and return the funds to the agency
that authorized the payment. This return of funds is to occur during
the 14th month after issuance.

Audit Objective/Key Question(s): Does FMS have appropriate
procedures and oversight controls to properly and timely account
for and return limited payability funds to Federal program agencies?
We estimate that 600 hours will be needed for this project. (PMA
initiative supported: Improved Financial Performance)

Treasury Offset Program (TOP)
Contact Person: Donald Kassel (202) 927-6512
Background: The DCIA requires that agencies notify the Treasury
of all non-tax debts over 180 days delinquent for the purpose of

offsetting Federal payments, including tax refunds, and provides
authority for disbursing officials to conduct payment offsets. TOP
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is a centralized debt collection program developed by the FMS and
operated through its Regional Financial Centers. TOP, designed to
assist agencies in the collection of delinquent debt owed to the Federal
government, currently contains $25.2 billion in Federal non-tax debts
and $64.1 billion in child support debts eligible for offset.

FMS is responsible for disbursing over 850 million payments a year
on behalf of over 400 Federal agencies. TOP matches these Federal
payments against debts owed to the Government. When a match
occurs, the payment is reduced, or offset, by the amount of the debt
or payment. The delinquent debt information remains in the debtor
data base for continuous offset until debt collection activities for that
debt is terminated because of full payment, compromise, write-off, or
other reasons justifying termination.

FMS currently offsets OPM retirement, Federal income tax refunds,
vendor payments, Social Security Title Il payments, and some Federal
salary payments. FMS is also in the process of adding the remaining
Federal salary and non-Treasury-disbursed payments to the TOP
system.

Audit Objective/Key Question(s): Is TOP effective in implementing
all DCIA offset provisions, including tax refunds, Federal salaries,
and other Federal payments streams to recover delinquent debt
and preventing the release of payments to delinquent debtors? We
estimate that 2,000 hours will be needed for this project. (PMA
initiative supported: Improved Financial Performance)

FMS Credit Card Transaction Fees
Contact Person: Donald Kassel (202) 927-6512

Background: FMS pays the transaction fees associated with credit
card payments made by citizens for government agencies’ services
and products. The FMS pays these fees on behalf of the government
agencies that accept payments by credit card. From 1998 to 2001,
FMS paid over $124 million in transaction fees for one program alone
(Plastic Card Network). In the private sector, such fees are often
negotiable based upon dollar or transaction volume. Even a slight
savings per transaction could result in substantial annual savings to
the Federal government.

Audit Objective/Key Question(s): What steps has FMS taken to
ensure that credit card transaction fees are the lowest possible? We
estimate that 1,600 hours will be needed for this project. (PMA
initiative supported: Improved Financial Performance)
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BPD Special Purpose Securities Program

Contact Person: Donald Kassel (202) 927-6512

Background: BPD’s Division of Special Investments (DSI) is
responsible for issuing State and Local Government Series (SLGS)
Securities (time deposit and demand deposit). Subscriptions for
SLGS Securities were received and processed at 12 Federal Reserve
Bank sites until early in 1995, when the function of processing SLGS
Securities was centralized in DSI. The Special Purpose Securities
System (SPSS) was implemented during October 1999. SPSS is a
client server system designed to establish, maintain, pay, and report
on SLGS and other special purpose securities. SPSS was intended
to improve transaction-processing efficiency, customer service to
investors, management information, and controls over personnel and
system resources. It was also intended to provide greater operational
flexibility. As of May 31, 2002, there was a balance of $146 billion
maintained in these types of securities.

Audit Objective/Key Question(s): Has the automated system for
SLGS securities achieved its objectives? Are these securities being
purchased only by those for whom the program was designed (e.g.,
state and local governments)? We estimate that 2,000 hours will be
needed for this project. (PMA initiative supported: Improved Financial
Performance)

Mint Procurement Operations
Contact Person: Thomas Byrnes (202) 927-5904

Background: The Mint purchases over $730 million worth of goods
and services annually. This amount includes approximately $564
million (78 percent) related to coin production, and $166 million (22
percent) for other goods and services. These goods and services
range from ADP hardware and software to furniture and custodial
services. Public Law 104-52, enacted in 1995, established a Public
Enterprise Fund, which allows the Mint to follow its own policies in
making procurements.

Audit Objectives/Key Questions: Is the Mint conducting its
procurement operations in a manner that ensures integrity and
maximizes return to General Fund? We estimate that 2,000 hours
will be needed for this project. (PMA initiative supported: Improved
Financial Performance)
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Mint’s 50 State Quarters Program

Contact Person: Thomas Byrnes (202) 927-5904

Background: On December 1, 1997, the President signed into law
the legislation to produce commemorative quarters. The program will
run for 10 years and commemorate all the states. Five new quarters
will be issued each year in the order that the states entered the Union.
Each new quarter requires that the Mint select a design, purchase
adequate production materials, retool its production equipment,
perform prototype testing, project demand, and ultimately go into
full-scale production to develop an adequate inventory. Any delays
or problems in producing the quarters could have a ripple effect on all
facets of the Mint’s production activity.

Audit Objective/Key Questions: Has the Mint adequately identified
commercial and Federal Reserve Bank requirements for the new
commemorative quarters? Is it meeting these requirements in a cost
effective manner? We estimate that 1,600 hours will be needed
for this project. (PMA initiative supported: Improved Financial
Performance)

Employees’ Use of Travel Credit Cards

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: The General Services Administration (GSA) established
the Government Travel Charge Card Program as a travel payment and
expense control system to help make Federal travel more efficient and
less costly. Employees use their individually assigned travel credit
card for specific and defined reimbursable expenses occurring while
on official travel. Employees incurring expenses submit claims for
reimbursement to their agencies and are paid directly. The employee
is responsible for making a payment in full to the credit card company.
Recent reports indicate that employees government-wide have accrued
significant unpaid travel charge card debts. Payment delinquencies
increase the contractors’ costs of providing card services and reflect
poorly on the Federal government.

Treasury bureaus reported that travel card charges during FY 1999
through FY 2001 totaled approximately $248 million.

Evaluation Objective/Key Question(s): Have Treasury bureaus
implemented appropriate travel card management controls? We
estimate that 800 hours will be needed for this project. (PMA initiative
supported: Improved Financial Performance)
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Contract Audits

Contact Person: Louis King (202) 927-5774

Background: In accordance with Treasury Directive 76-06, OIG is the
Department’s focal point for obtaining pre-award, costs incurred, and
other contract audits requested by Treasury’s Departmental Offices
and the bureaus (except for the Internal Revenue Service). These
audits are performed by either OIG staff or the Defense Contract Audit
Agency under our oversight. During FY 2001, approximately $32.8
million of pre-award/proposed contract costs and $63.3 million of
incurred contract costs were audited.

Audit Objective/Key Question(s): The purpose of contract auditing is to
assist in achieving prudent contracting by providing those responsible
for government procurement with financial information and advice
relating to contractual matters and the effectiveness, efficiency, and
economy of contractors’ operations. Contract audit activities include
providing professional advice on accounting and financial matters to
assist in the negotiation, award, and administration, re-pricing, and
settlement of contracts. We estimate 2,400 hours will be needed for
this activity during FY 2003. (PMA initiative supported: Improved
Financial Performance)

Treasury Implementation of E-Government
Contact Person: Ed Coleman (202) 927-5007

Background: To reform the government and improve the government’s
performance, the President’s Management Agenda promotes the use of
information technology through the expansion of E-government. The
Administration will advance the E-government strategy by supporting
projects that offer performance gains across agency boundaries, such
as e-procurement, e-grants, e-regulation, and e-signatures. OMB
scrutinizes Federal investments to ensure that they maximize the
interoperability and minimize redundancy. The President’s budget
proposes a $20 million E-government fund for 2002 ($100 million
over the three years 2002 through 2004) to pay for collaborative E-
government activities across agency lines.

Audit Objective/Key Question(s): How effective is Treasury in
establishing E-government within the Department in response to the
President’s Management Agenda. We estimate 1,600 hours will
be needed for this project. (PMA Initiative Supported: Expanded
Electronic Government)
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Treasury Implementation of the Government Paperwork
Elimination Act (GPEA)

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: GPEA (Public Law 105-277) requires that, when
practicable, Federal agencies must use electronic forms, electronic
filing, and electronic signatures to conduct official business with
the public. According to GPEA, Treasury must, in consultation with
its bureaus and OMB, develop policies and practices for the use of
electronic transactions, authentication techniques for use in Federal
payments and collections, and ensure that they fulfill the goals of
GPEA. The deadline for compliance is October 21, 2003.

Evaluation Objective/Key Question(s): What is the status of
Department and bureaus’ efforts to meet the requirements of GPEA?
We estimate that 1,000 hours will be needed for this project. (PMA
Initiative Supported: Expanded Electronic Government)

FMS Electronic Transfer Accounts
Contact Person: Donald Kassel (202) 927-6512

Background: The DCIA requires Treasury to ensure that any individual
required to have an account at a financial institution in order to receive
electronic Federal payments has access to an account at a reasonable
cost and with the same consumer protection provided to other account
holders at the same financial institution. The Department designed
Electronic Transfer Accounts (ETA) as low-cost accounts offered
at Federally insured financial institutions to allow Federal payment
recipients to take advantage of Direct Deposit. Financial institutions
choosing to offer ETA, which became available in September 1999,
are required to enter into a contractual agreement with Treasury.

The dollar volume of ETA activity is unknown at this time. However,
after 2 years in operation, there are approximately 600 financial
institutions certified for the ETA program, with 18,000 branch
locations.

Audit Objective/Key Question(s): Have ETAs been effective in allowing
Federal payment recipients to take advantage of Direct Deposit? We
estimate that 2,000 hours will be needed for this project. (PMA
Initiative Supported: Expanded Electronic Government)
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FMS Implementation of Pay.gov

Contact Person: Donald Kassel (202) 927-6512

Background: Pay.gov is a secure Government-wide payment and
collection portal with the potential to process 80 million transactions
totaling $125 billion each year. Pay.gov can perform services for: (1)
Automated Clearing House (ACH) collections, (2) forms processing
and bill presentment, (3) authentication services, and (4) agency
reporting.

Pay.gov is structured to provide citizens, businesses, and Federal
agencies with the option of processing, via the Internet, transactions
such as Government collection of fees, fines, sales, leases, donations,
and certain taxes, as well as related forms and documents. These
transactions are currently processed through paper lockbox collections,
the ACH system, and over the counter.

Pay.gov, developed by the Federal Finance Division at FMS, began
its first pilot program at ATF during October 2000. Since then, more
than $1 billion has been collected through the system, which has
been implemented at several Federal agencies.

As part of an effort to help Federal agencies modernize cash
management activities, Pay.gov is intended to benefit the Government
by reducing Treasury’s collections costs and eliminating paper
processing at both Treasury and Federal agencies. The new Internet
portal will also allow Treasury to provide more timely and extensive
accounting information to agencies, and will help agencies automate
forms processing. Furthermore, Pay.gov will provide a Government-
wide central infrastructure for processing financial transactions over
the Internet, avoiding a duplication of effort across multiple banks,
contractors, and agencies.

Audit Objective/Key Question(s): Has FMS incorporated adequate
security controls into Pay.gov to ensure that transactions are protected
against loss, misuse, or unauthorized access or modification? Have
the anticipated savings and efficiencies been realized? We estimate
that 2,000 hours will be needed for this project. (PMA Initiative
Supported: Expanded Electronic Government)

Electronic Filing of Bank Secrecy Act Reports
Contact Person: Alexander Best, Jr. (202) 927-5591

Background: FinCEN’s regulatory mission — administration of the
Bank Secrecy Act (BSA) - serves as the foundation for FinCEN’s
ability to carry out its primary function of providing support to law
enforcement investigations. The USA PATRIOT Act, enacted during
October 2001, formally established FInCEN as a Treasury bureau
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and added numerous responsibilities and accelerated deadlines in the
regulatory area. Section 362 of the Act requires FinCEN to develop a
highly secure network to allow for the electronic filing of BSA forms
and to provide financial institutions with alerts and other information
regarding suspicious activities that warrant immediate and enhanced
scrutiny. Section 362 also requires the secure network to be fully
operational by July 25, 2002.

Accordingly, FInCEN announced in May 2002, that it had begun
pilot testing of the PATRIOT Act Communications System (PACS)
that is designed to allow participating financial institutions to quickly
and securely file BSA reports over the Internet. Approximately 30
financial institutions, ranging from large national banks to small credit
unions, will pilot the system. All BSA information submitted to PACS
is encrypted for protection. Phase one of the system will allow for
the filing of the Suspicious Activity and the Currency Transaction
Reports.

More than 13 million BSA reports are filed with FInCEN each year
through the IRS Detroit Computing Center, which processes the
reports for FINCEN. Prior to the development of PACS, financial
institutions could file their reports either on magnetic tape or on paper.
The PACS system will provide the third option of electronic filing. The
electronic filing of BSA reports is expected to expedite the reporting
process and make the information available to law enforcement more
rapidly. Use of PACS is also expected to reduce processing costs
associated with paper and magnetic filing.

Audit Objective/Key Question(s): Has FInCEN established and made
fully operational a secure network that allows financial institutions
to file BSA reports in accordance with requirements and deadlines
prescribed by the USA PATRIOT Act? Is FinCEN providing financial
institutions with alerts and other information regarding suspicious
activities that warrant immediate and enhanced scrutiny? We
estimate that 2,400 hours will be needed for this project. (PMA
Initiative Supported: Expanded Electronic Government)

ATF Comprehensive Firearms Tracing
Contact: Roberta Rickey (312) 886-6300

Background: Firearm tracing is the systematic tracking of the history
of recovered crime guns from the manufacturer or importer through
the chain of distribution to the first individual purchaser. It helps solve
violent crimes by linking the suspect with the crime gun, supports
investigations of illegal traffickers, and provides essential information
about crime gun trends. ATF views firearm tracing as an important
means to focus regulatory and investigative efforts.
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ATF’s National Tracing Center (NTC) is the only operation of its kind in
the world. The facility conducts traces of firearms recovered at crime
scenes and from youth for any Federal, state, local, or international
law enforcement agency. The NTC processed about 209,000 trace
requests during each of FY 1999 and 2000. It processed about
232,000 trace requests in FY 2001. During those same years,
the average trace response time was 11.4, 10.2, and 12.8 days,
respectively. The annual budget for FY 2002 and FY 2003 is $10.9
million. ATF’s goal is to increase the number of trace requests by
providing increased electronic access to NTC information while
continuing to decrease the average response time.

ATF’s current Strategic Plan (FY 2000 - FY 2005) includes a
commitment to “promote comprehensive firearms tracing by all law
enforcement agencies.” This includes an expanded effort to support
state and local law enforcement capability to trace recovered firearms
and to speed up trace responses to state and local law enforcement
agencies. ATF requested and received $9.9 million and 10 FTE
for its Comprehensive Crime Gun Tracing efforts in the FY 2001
appropriations to provide: (1) comprehensive tracing capability for
250 state and local law enforcement agencies, (2) faster trace results,
and (3) preliminary funding to begin indexing gun identification
information from out-of-business records.

Audit Objective/Key Question(s): Is ATF providing adequate
guidance/management oversight to the field for tracing firearms in
the performance of investigations and encouraging state and local
law enforcement participation in comprehensive firearms tracing? We
estimate 1,600 hours will be needed for this project. (PMA Initiative
Supported: Expanded Electronic Government)

Treasury’s Enterprise Environment
Contact Person: Ed Coleman (202) 927-5007

Background: The growth in network and communication systems
has increased opportunities for gathering information from numerous
systems. As aresult, systems need to be developed with an enterprise
view to improve data sharing and reduce maintenance. The Department
developed the Treasury Enterprise Architecture Framework (TEAF) to
provide a means for producing an Enterprise Architecture (EA) for the
bureaus and the Department. An EA formalizes the identification,
documentation, and management of interrelationships among
business organization and supports the management and decision
processes. The EA provides substantial support for the evolution of
an enterprise as it anticipates and responds to the changing needs of
its customers and constituents. The direction for the TEAF derives
from the Treasury IT Strategic Plan 2000-2003, and Federal legislation
and guidance, including the Clinger-Cohen Act and OMB Circular A-
130. Effective management and strategic decision-making, especially
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for information technology investments, require an integrated view of
the enterprise.

Audit Objective/Key Question(s): Has the Department and the
Treasury bureaus aligned their strategic plans and individual business
priorities with the EA framework? We estimate 1,600 hours will
be needed for this project. (PMA Initiative Supported: Expanded
Electronic Government)

Adoption of the X.500 Directory Service
Contact Person: Ed Coleman (202) 927-5007

Background: The X.500 Directory Service is a vehicle that will serve
the entire Treasury Enterprise population and will ease doing business
across and among all Treasury bureaus by offering a central repository
that houses telephone and email information. The X.500 Directory
Service will allow enterprise-wide applications to become a reality in
that the X.500 directory stores information that allows employees to
access Treasury-wide applications. The X.500 Directory Services is
a lynch pin for public key infrastructure (PKI), HR Connect, and e-mail
interoperability across Treasury. The X.500 Directory Services is an
integral part of the Treasury’s infrastructure for the solution of single
sign-on, replacing the need for remembering numerous passwords.
The X.500 Directory Services is the storage location for PKI certificates
which can replace passwords in PKl-enabled applications.

Audit Objective/Key Question(s): Are security controls in place to
ensure that information contained in the X.500 Services Directory is
protected? Has the Department and Treasury bureaus included all
employees in the X.500 directory within the timeframe established
by the Secretary of the Treasury? We estimate 1,200 hours wiill
be needed for this project. (PMA Initiative Supported: Expanded
Electronic Government)

Treasury Wireless Communications

Contact Person: John Lemen (202) 927-5012
Inez Jordan (202) 927-6835

Background: In the immediate aftermath of September 11,
while cellular telephone use was tied up from millions of users,
wireless paging device users were able to quickly and efficiently
maintain communications amongst each other. September 11% also
underscored the need for senior executives and managers all over
the United States to be readily accessible, obtain timely information,
and make immediate and informed managerial decisions. Each of
the Treasury’s bureaus and Departmental Offices manage a wide
variety of wireless paging systems with a vast array of services for
these devices. Technology exists to make messaging systems secure
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allowing one to access email and communicate with others securely,
which cannot occur with domestic cell phones.

Evaluation Objective/Key Question(s): Are senior executives and
managers able to securely access email and send secure messages
via text messaging? We estimate that 1,000 hours will be needed
for this project. (PMA Initiative Supported: Expanded Electronic
Government)

Treasury’s Budgeting for Computer Security
Contact Person: Ed Coleman (202) 927-5007

Background: The Information Technology Management Reform Act/
Clinger-Cohen Act of 1996 directed OMB to develop, as part of the
budget process, a process for analyzing, tracking, and evaluating
the risks and results of all major capital investments made by an
executive agency for information systems. The process shall cover
the life of each system and shall include explicit criteria for analyzing
the projected and actual costs, benefits, and risks associated with the
investments. At the same time that the President submits the budget
for a fiscal year to Congress, OMB is required to inform Congress
about the net program performance benefits achieved as a result of
major capital investments made by executive agencies in information
systems and how the benefits relate to the accomplishment of the
goals of the executive agencies.

Audit Objective/Key Question(s): Does the Department have an
effective process to identify and budget for computer security needs
to address weaknesses in its security program? We estimate 1,600
hours will be needed for this project. (PMA Initiative Supported:
Expanded Electronic Government)

Treasury’s Implementation of Network Intrusion Detection
Techniques

Contact Person: Ed Coleman (202) 927-5007

Background: Intrusion detection is the way in which an organization
detects and responds to computer attacks originating from outside
(intrusion) and from within (misuse) an organization. An Intrusion
Detection System (IDS) collects information from a variety of system
and network sources, then analyzes the information for signs of
intrusion and misuse. An effective IDS will employ both network and
host intrusion detection techniques. Network-based systems focus
on outsider threats, while a host-based system analyzes data that
originates on computers, such as an application or operating system
logs. The benefits of network intrusion detection include outsider
deterrence, detection, and automated response and notification. The
benefits of a host-based IDS include insider deterrence, detection,
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notification and response, damage assessment, attack anticipation,
prosecution support, and behavioral data forensics.

Audit Objective/Key Questions: Has Treasury implemented effective
network intrusion detection techniques? We estimate that 2,000
hours will be needed for this project. (PMA Initiative Supported:
Expanded Electronic Government)

Treasury Network and System Vulnerabilities Assessment (In
Progress)

Contact Person: Ed Coleman (202) 927-5007

Background: Presidential Decision Directive 63 (PDD-63) requires
upgrading and enhancing security across the Federal government.
This is a long-term and expensive effort for the Federal government,
certainly for Treasury and its bureaus. High profile hacker attacks on
major computer systems and networks, the spread of the “lI LOVE
YOU” virus, and worms such as CodeRed, CodeRedll, CodeBlue,
and Nimda, demonstrated that computer systems and networks are
vulnerable to attacks from interconnected networks and the Internet.
Because Treasury and its bureaus’ computer systems and networks
are highly interconnected with each other and with the Internet,
it is extremely important that only authorized users are granted
access. Getting inside Treasury and its bureaus’ private networks
allows unauthorized users an opportunity to exploit weaknesses on
computers and to view classified and sensitive information. Once
inside, unauthorized users could launch various attacks resulting in
deleting and changing data, discovery of user names and passwords,
and denial-of-service.

Audit Objective/Key Question(s): Are Treasury’s computer networks
and systems vulnerable to malicious attacks from interconnected
networks and the Internet? We estimate 1,600 hours will be needed
to complete this project during FY 2003. (PMA Initiative Supported:
Expanded Electronic Government)

Treasury Firewall Policy and Management
Contact Person: Ed Coleman (202) 927-5007

Background: A firewall is a system, or network of systems, specially
configured to control traffic between two networks. There are several
types of firewalls. Firewalls can range from boundary servers that
provide access controls on Internet Protocol packets, to more powerful
firewalls that can filter the content of the traffic. Modern firewall
environments are made up of firewall devices, associated systems,
and applications. A firewall is often regarded as an organization’s
first line of defense to protect its private computer network from
being exploited by external and internal entities. Many organizations
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build layers of firewalls and other security systems throughout
the network. Unfortunately, a firewall also has weaknesses if not
installed properly, or managed in the absence of firewall policy.
Firewalls can be vulnerable due to misconfigurations, and failure to
apply security patches or enhancements. Firewall configuration and
administration must also stay current with the latest vulnerabilities
and incidents in order to withstand external threats and to secure its
network properly.

Audit Objective/Key Question(s): Has Treasury and its bureaus
implemented adequate policies and controls over the firewall
environment and to effectively protect their information infrastructure
from security threats? We estimate 2,000 hours will be needed
for this project. (PMA Initiative Supported: Expanded Electronic
Government)

Security Review of the Bureaus’ Data Centers
Contact Person: Ed Coleman (202) 927-5007

Background: In recent testimony before Congress, GAO identified
Service Continuity Controls as a weakness for Federal agencies, and
noted that agencies should have (1) procedures to protect information
resources and minimize the risk of unplanned interruptions and (2)
a plan to recover critical operations should interruptions occur. In
addition, GAO specifically recommended that an agency’s plan should
consider the activities performed at general support facilities, such as
data processing centers.

Audit Objective/Key Question(s): Are bureau data center physical
and logical controls adequate? Specifically, we will review: (1)
organization and management; (2) computer operations; (3) physical
security; (4) environmental controls; (5) hardware and software
inventory management; and (6) continuity of operations. We estimate
1,600 hours will be needed for this project. (PMA Initiative Supported:
Expanded Electronic Government)

Security Baseline of the Bureaus” UNIX Operating Systems
Contact Person: Ed Coleman (202) 927-5007

Background: The UNIX operating system, although now in widespread
use in environments concerned with security, was not really designed
with security in mind. UNIX was originally designed by programmers
to be used by other programmers. The environment in which UNIX
was used was one of open cooperation and not national security.
Many government sites have installed UNIX systems, particularly
as desktop workstations became more powerful and affordable. To
complicate matters, new features have been added to UNIX over the
years, making security even more difficult to control. Perhaps the
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most problematic features relate to networking. These problematic
features include remote login, remote command execution, network
file systems, and electronic mail. All of these features have increased
the utility and usability of UNIX. However, these same features, along
with the widespread connection of UNIX systems to the Internet and
other networks, have opened up many new areas of vulnerability to
unauthorized abuse of the system. UNIX is primarily run in a client-
server environment. However, a mainframe version of UNIX has been
developed and is gaining popularity.

Audit Objective/Key Question(s): Are UNIX operating system
configurations and controls providing for a secure environment for

bureau applications? We estimate 2,000 hours will be needed
for this project. (PMA Initiative Supported: Expanded Electronic
Government)

Treasury Countermeasures for Computer Viruses
Contact Person: Ed Coleman (202) 927-5007

Background: Malicious software presents an increasingly serious
security threat to computer systems and networks. Malicious
software, of which viruses are examples, are programs that have
been designed to intrude into functional computer systems. A virus
enters a system and then infects programs with malicious code. The
results can be both disruptive and expensive. Malicious software also
includes Trojan horses and worms. According to Information Security
Magazine, despite 90 percent of companies having an Information
Technology security system in place, 88 percent of respondents to a
survey reported infections by viruses and worms spread over Internet
during the last 12 months. A website survey revealed that the impact
of Code Red resulted in 150,000 Microsoft-Internet Information
Server sites and 80,000 Internet Protocol addresses disappearing
from the Internet.

Audit Objective/Key Question(s): Does Treasury have adequate
countermeasures to protect bureaus’ computing resources from the
exposure of contamination and the impact of computer virus attacks?
We estimate 1,200 hours will be needed for this project. (PMA
Initiative Supported: Expanded Electronic Government)

Classified Information Systems Security Program
Contact Person: Ed Coleman (202) 927-5007

Background: A compromise of classified information can have
disastrous consequences. Therefore, an agency must have a well-
structured classified information system security program. The
cornerstone of a solid classified information system security program
is the risk management process. Risk management balances the data
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custodians’ perceived value of information and their assessment of
the consequences of loss of confidentiality, integrity, and availability
against the costs of protective countermeasures and day-to-day
operations. A key measure in evaluating classified security programs
is establishing a protection level. This protection level is determined
by assessing the: (1) clearance levels, formal access approvals, users
need to know and (2) level of concern for classification. In addition, the
classified security program needs to have adequate certifications and
accreditations for its systems. In evaluating a classified information
systems security program, 